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Why Supply Chain Firmware Security

Matters

Traditional cybersecurity operates on a trust assumption: hardware and firmware are genuine and uncompromised at
deployment. This assumption is no longer valid. A single smartphone contains over 200 chips from dozens of suppliers
across 15 or more countries. Each component passes through multiple distributors, contract manufacturers, and
logistics providers before reaching the end user — at every handoff there is opportunity for tampering, substitution, or
compromise.

Key insight: Firmware supply chain attacks bypass firewalls, endpoint protection, and zero-trust architectures because
malicious code executes below the operating system — before any security control loads.

Firmware-level compromise is the ultimate persistence mechanism. It survives factory resets, OS reinstalls, and disk
replacements. The only reliable remediation is hardware replacement or physical reflashing with a verified image —

both expensive and operationally disruptive.

Business Impact

Category Impact Magnitude

Financial Recall costs, litigation, regulatory fines, Scales with fleet size and device accessibility; hardware
contract termination replacement dominates cost

Operational Production downtime, supply chain disruption, Days to months

equipment failure

Reputational Loss of customer trust, brand damage, partner Long-term
relationship damage

National Critical infrastructure compromise, IP theft, Strategic
Security espionage

Why Classical Security Falls Short

Gap Description

Visibility Firmware executes before security software loads; no OS-layer agent can observe it
Attestation Traditional agents cannot verify boot-chain integrity from within the OS

Update Many devices lack cryptographically-verified update mechanisms

Supply chain Most organizations have zero visibility into component provenance beyond Tier-1 supplier

Understanding Supply Chain Risk

Vectors

A large majority of the world's most advanced semiconductor manufacturing capacity is concentrated in a single region
(Taiwan), creating concentrated geopolitical risk. Exact share figures vary by source and by how “advanced node” is



defined; verify against current industry analysis before citing a specific percentage. When components pass through
multiple distributors, there are ample opportunities for mislabeling, substitution, or malicious modification.

Component Distributor Distributor System Logistics
Manufacturer Tier1 Tier 2 Integrator Provider

Origin tampering Counterfeit insertion Malicious flashing °h L tamper

End
Customer

Invisible compro

Key Risk Vectors

Risk Vector Mechanism Primary Impact

Pre-delivery Malicious firmware modification before delivery; Backdoors, persistent malware, supply

Tampering manufacturing infiltration; transit interception chain-wide compromise

Counterfeit Cloned, over-produced, refurbished, or illegally System failures, reliability issues,

Components repurposed PCBs and ICs potential malicious logic

Update Hijacking Compromised update servers; DNS redirection to Wide-scale compromise through trusted
malicious infrastructure; BYOU attacks update channel

Untrusted Vendor Suppliers without adequate security controls or quality Cascading vulnerabilities across entire

Integration management supply chain

Types of Supply Chain

Attacks

Pre-Delivery Firmware Tampering

Attackers may compromise firmware before device delivery by infiltrating manufacturing facilities to modify firmware
images, compromising vendor update servers to inject malicious code, or intercepting physical components during
transit. The resulting implant survives all OS-level remediation.

Counterfeit Electronic Components

Type Description Detection Method

Cloning Unauthorized reproduction of genuine component designs EM fingerprinting, X-ray inspection
Over-production Manufacturing excess units beyond authorized quantities Serial number audit, GIDEP/ERAI check
Refurbishing Used boards remarketed as new Visual inspection, electrical testing

Illegal repurposing Rejected PCBs sold into legitimate supply chains Parametric testing, chain-of-custody audit

Malicious tampering Deliberate modifications for espionage or sabotage Hardware teardown, side-channel analysis



Update Mechanism Abuse (BYOU)

Attackers exploit trusted update frameworks as post-exploitation delivery channels. Research has identified vulnerab-
ilities where update binaries accept remote payloads without source validation, hardcoded credentials are embedded
in updater binaries, and no cryptographic signature verification occurs before installation.

Critical Finding: If update endpoints host binaries and server-side protections are weak, attackers can retrieve, modify, or
replace updater binaries — pushing unauthorized changes to all end users through a trusted channel (BYOU: Bring Your Own
Updates).

Real-World Case

Studies

SolarWinds (2020)

Attack Compromised build environment injected SUNBURST backdoor into Orion software updates

Vector

Scope 18,000+ customers downloaded the compromised update package

Impact 9 US federal agencies and 100+ private sector companies compromised

Detection Not detected for 9 months; discovered by third-party researcher

Lesson Build pipeline integrity is as critical as code security. Firmware compilation environments must be secured with

identical rigor to production code.

ASUS Live Update / ShadowHammer (2019)

Attack Backdoor injected into ASUS Live Update utility via compromised vendor infrastructure

Vector

Scope 1+ million devices received backdoored update

Impact Targeted 600 specific MAC addresses; large-scale surveillance operation

Detection Kaspersky detected anomalous update traffic patterns

Lesson Even trusted vendors with code signing can be compromised. Runtime attestation and behavioral monitoring

would detect post-compromise beaconing.

XZ Utils Backdoor (2024)

Attribute Detail

Attack Long-term social engineering; maintainer position achieved over 2+ years
Vector



Scope Backdoor in liblzma compression library used by SSH on multiple Linux distributions

Impact Pre-stage for remote code execution on vulnerable SSH servers

Detection Discovered by Microsoft researcher via performance anomaly — not by security tooling

Lesson Software Composition Analysis alone is insufficient. Behavioral detection and build pipeline integrity monitoring

are required.

3CX DesktopApp Attack (2023)

Attack North Korean Lazarus group compromised 3CX build pipeline

Vector

Scope 600,000+ enterprise customers; 12 million daily users across 190 countries

Impact Digitally-signed software distributing malware; beaconing to attacker infrastructure

Detection CrowdStrike and Google detected anomalous outbound network traffic

Lesson Code signing certificates and vendor reputation are not sufficient guarantees. Runtime behavioral analysis is
essential.

PlushDaemon / EdgeStepper (2025)

Threat PlushDaemon — China-aligned espionage group, active since at least 2018 (ESET, November 2025)

Actor

Attack EdgeStepper implant on a network device (router) rewrites iptables to redirect all UDP/53 traffic to a local
Vector proxy, which forwards queries to a malicious DNS node. Update-related domains resolve to attacker-controlled

hijacking infrastructure.

Impact Legitimate update traffic redirected; cryptographic signing bypassed via network manipulation

Detection DNS monitoring and traffic anomaly detection

Payload Downloaders LittleDaemon and DaemoniclLogistics deploythe SlowStepper backdoor on Windows
chain targets

Lesson Update security requires network-layer protection, not only cryptographic signing. Update endpoints must be

segmented and independently monitored. This is not an isolated case: ESET reports tracking ten active China-
aligned groups that hijack software update mechanisms for initial access.



Detection

Methodologies

Host Status and Boot Integrity Monitoring

Detection Analytic Indicators MITRE Ref.
Tampered hardware / boot Unexpected firmware version changes; signature verification failures; hardware T1542.003
integrity inventory drift; boot attestation failures

Firmware version UEFI/BIOS version drift; Secure Boot disabled; unexpected boot modules; T1542.001
monitoring firmware from non-approved sources

Physical Counterfeit Detection

Electromagnetic (EM) Fingerprinting

EM emissions from integrated circuits depend on clock frequency, circuit architecture, and material properties
(substrate thickness, dielectric permittivity). Deviations may indicate counterfeit activity. This non-destructive
technique is suitable for incoming inspection of critical components.

Multi-Tone Analysis (MTA) — US Air Force Patent
1. Inject electronic signal composed of multiple tones into microelectronics ports
2. Component emits a characteristic pattern of tones in response
3. Compare emitted pattern to baselines from known-genuine parts

4. Determine authenticity with high confidence — suitable for DoD/aerospace incoming inspection

Provenance: “Authenticating Electronic Devices Via Multi Tone Analysis”, US Patent US12436191B2 (granted
2025; provisional filings Dec 2021 and May 2022). Inventors: Bohman, Jennings, Eakins, Skouson, Ott, McCue —
Air Force Institute of Technology (AFIT).

Runtime Device Attestation

Modern attestation uses hardware-backed key attestation to verify Verified Boot status, bootloader lock state, OS
patch level, and TEE integrity. The strongest signal of compromise is hardware attestation reporting verifiedBoot-
State=Verified combined with userspace hook findings — indicating TEE compromise or post-attestation injection.

GGSEC Supply Chain Verification

Methodology

GGSEC employs a six-phase methodology providing end-to-end supply chain firmware risk assessment. Each phase
produces documented outputs feeding into the subsequent phase.



Phase Activities Outputs

1 - Vendor Supplier security questionnaire; certificate verification; GIDEP/ Risk score per vendor; trust level;
Validation ERAI database check; physical facility audit; update mechanism counterfeit incident history
review
2 — Firmware Direct source extraction (not from distributors); chain-of-custody Verified acquisition chain; tamper-
Acquisition documentation; cryptographic hash capture; secure tamper- evidence verification; hash
evident archive baseline
3 = Binary Integrity Static RE (IDA Pro, Ghidra, Binary Ninja); binary diffing (BinDiff, Suspicious function inventory; diff
Analysis Diaphora); string extraction for URIs/credentials; control flow report; IOC list; signature
anomaly analysis; signature verification validation
4 -SBOM Source and binary SBOM generation; CVE correlation with SPDX 3.0 SBOM; vulnerability
Generation & reachability analysis; license compliance; end-of-life component report; license compliance report
Analysis identification
5 — Runtime Boot integrity via Secure Boot and Measured Boot; TPM quote Boot integrity baseline; attestation
Attestation verification; runtime hook detection; update channel DNS/TLS pass/fail per device; update
monitoring anomaly report
6 — Reporting & Executive summary; technical findings with IOCs; prioritized Executive report; technical report;
Remediation remediation plan; post-remediation validation; continuous remediation roadmap; validated
monitoring setup baseline

Hardware Root of

Trust

A hardware root of trust provides the cryptographic foundation for all firmware integrity assurances. Without it,
software-based attestation can be circumvented by a sufficiently privileged attacker.

CPU Reset Vector CR © — Anchor (hardware-enforced)

UEFI SEC Phase B trust measurement

UEFI PEI Phase

UEFI DXE Phase

UEFI BDS Phase 4 — Boot device selection

0S Bootloader R 4 ootloader measurement

0S Kernel CR 8-10 — Kernel and modules

Attestation Service vV Verify vs. Golden PCR baseline - TRUST or ALERT




Secure Firmware Update

Architecture

Firmware update mechanisms are a primary attack surface for supply chain compromise. A secure update architecture
must enforce cryptographic signing, version monotonicity, and transparent logging at every stage.

Vendor Update Update TLS + Staging Active
Build System Repository Server Signature Partition Partition

Transparency Log Attestation Check Verify Sig Attes Verify Counter++

Core Requirements

« Cryptographic signing: All updates signed with HSM-protected keys; signature verified before installation
« Version monotonicity: Rollback prevention via monotonic counters in TPM or secure element

- Transparency logs: Publicly auditable update record (Sigstore/Rekor model)

- Dual-image update: Recovery partition enables restoration from failed or malicious update

- Attestation before update: Verify device state and identity before delivering update payload

SBOM Analysis for Embedded

Systems

A Software Bill of Materials (SBOM) is a nested inventory of all software components — open-source, proprietary,
commercial, or internally developed — that constitute an embedded system. SPDX 3.0 JSON has emerged as the pre-
ferred format, supporting nested dependency relationships, license information, vulnerability references, and
provenance attestation.

SBOM Generation Methods

Method Strengths Limitations

Source-based Most accurate; enables policy enforcement in Requires source access; unavailable for legacy/
CI/CD pipeline COTS systems

Build-time Works in build pipelines; good for active Requires build environment control; may miss

instrumentation development runtime deps

Binary analysis Works without source; covers third-party binary May miss some deps; accuracy degrades for
blobs stripped binaries

Security Use Cases

« Vulnerability Management: Correlate SBOM components with NVD/CVE databases; identify reachable vulnerable
paths

- License Compliance: Track open-source licenses; identify GPL/LGPL copyleft obligations



« Incident Response: Rapidly determine if a newly-disclosed CVE affects deployed firmware fleet-wide

- Regulatory Compliance: Meet EO 14028, EU Cyber Resilience Act, and emerging SBOM mandates

OT/ICS Firmware Supply Chain

Risk

Operational Technology environments present unique challenges. Equipment lifecycles of 15-30 years mean vendor
support often ends long before decommissioning. Physical verification is expensive at remote sites, and attestation
interference can itself cause hazardous operation in safety-critical systems.

oT

Attack Surface Consequence OT-Specific Mitigation
Component
PLC firmware Malicious ladder logic; process Production sabotage; equipment Air-gapped update infra;
parameter modification damage; personnel safety risk physical write-protect switch
RTU updates Compromised telemetry; Environmental release; power Dual-channel monitoring;
unauthorized valve/relay control disruption independent verification path
HMI firmware Operator display manipulation; Incorrect operator decisions; Integrity-verified display
false sensor readings delayed incident response rendering; alarm verification
Safety Safety function override; SIL Life safety risk; regulatory Hardware interlock;
controller violation compliance failure independent safety layer

AI-Generated Firmware Risks

Note: This section addresses emerging threat vectors that are technically plausible and partially documented in research
literature. Limited confirmed in-the-wild exploitation as of July 2026.

Risk Vector Description Detection / Mitigation

Al-assisted LLMs generate plausible-looking malicious code Al output integrity layer; mandatory

backdoor insertion indistinguishable from legitimate logic; backdoors disguised human review for safety-critical code
as error handling or optimization paths

Poisoned training Attackers contaminate models used for firmware code Verifiable training data provenance;

pipelines generation to consistently suggest insecure patterns model behavior auditing

Al-generated Unreviewable Al-generated code with hidden functionality; Binary behavioral analysis; SBOM

binary blobs may pass static analysis by design disclosure requirement for Al-

generated components

Semi-autonomous Al agents with update permissions autonomously deploy Mandatory human-in-the-loop for
update agents firmware changes without human review firmware deployment; approval
workflows



Vendor Qualification

Framework

Rigorous supplier qualification is the foundation of supply chain security. Qualification is not a one-time event — it
requires continuous monitoring, live data integration from ERAI and GIDEP, and performance-based inspection proto-
cols.

Vendor Profile Required Action

A (0-20) IS0 certified; no incident history; direct authorized source; Standard incoming inspection; periodic re-
documented security controls qualification

B (21- Some certifications; minor historical incidents; single distributor; Enhanced verification; increased inspection

50) partial documentation frequency

C (51- Limited certification; repeated GIDEP/ERAI incidents; multiple Pre-acceptance inspection required; escalate

80) distributors in chain to security team

D (81- No certification; major incidents; untrusted or unknown source; Rejected for critical components;

100) no supply chain documentation compensating controls required

Mitigation

Strategies

Pre-Delivery Controls

« Tamper-evident packaging and documented chain-of-custody for all hardware shipments
« EM fingerprinting and multi-tone analysis (MTA) for high-criticality components

« Pre-delivery firmware baseline capture and hash verification before device deployment

Technical Safeguards

- Cryptographic signing: All firmware updates must be signed and verified before installation

« Update channel security: Monitor DNS for anomalous redirection; segment update infrastructure

« Boot integrity: Secure Boot + Measured Boot + TPM 2.0 — mandatory baseline for enterprise hardware
- Runtime attestation: Hardware-backed key attestation for high-value or regulated deployments

« Update allowlisting: Accept firmware only from cryptographically-verified, whitelisted endpoints

Vendor and Contract Controls

« Require vendors to contractually disclose all firmware update delivery mechanisms and infrastructure
- Mandate SBOM delivery (SPDX 3.0) for all firmware components as procurement condition
« Include firmware supply chain security requirements in SLAs with audit rights

« Establish continuous monitoring via ERAI and GIDEP for your active supplier portfolio



Risk Scoring
Framework

Dimension

Score 1 (Low)

Score 2 (Medium)

Score 3 (High)

Score 4 (Critical)

Weight

Component Criticality Non-safety Support function Direct control Safety-critical x4
Supply Chain Single trusted source Known Multiple Unknown chain x3
Transparency distributor distributors

Counterfeit Risk Aerospace source Moderate High commercial Unknown broker %3

industrial
Update Mechanism Signed + transparency Signed, no log Unsigned No update x2
log capability

Attestation Capability TPM + Measured Boot Secure Boot only Software None x2

attestation

Risk Score = (Criticalityx4) + (Transparencyx3) + (Counterfeitx3) + (Updatex2) + (Attestationx2)

Score ranges:
0-25 - Low Risk
26-45 > Medium Risk
46-70 » High Risk
71-100~» Critical Risk

Standard controls
Enhanced verification
Pre-acceptance inspection required

Reject or replace with compensating controls

Regulatory & Standards
Reference

Standard /
Framework

Firmware Relevance

NIST SP 800-193 Platform Firmware Resiliency Guidelines Detect / protect / recover requirements

NIST SP 800-218A Software Supply Chain Security Build pipeline integrity; SBOM requirements

IEC 62443 Industrial control system security OT/ICS firmware update security; component
authentication
SLSA Supply-chain Levels for Software Build integrity framework; provenance attestation L1-L4
Artifacts
SPDX 3.0 SBOM format standard Component inventory, license, vulnerability, provenance

EU Cyber Resilience EU product security regulation (2024+) Mandatory SBOM; vulnerability disclosure; secure updates

Act



Standard /

Framework

Firmware Relevance

EO 14028

US Executive Order on Cybersecurity
(2021)

Limitations &

Scope

Federal SBOM mandate; firmware supply chain risk
assessment

No supply chain firmware security methodology provides absolute guarantees. The following limitations are inherent

to the current state of the art and should be explicitly considered in threat modeling and risk acceptance decisions.

Limitation
Hardware implant

invisibility

TPM trust
assumption

Binary SBOM
accuracy
Tier-2/3 supplier

opacity

EM fingerprinting
cost

Attestation =
correctness

Executive

Description

Sub-BMC or microcontroller-level implants may evade all
software-based detection; physical X-ray or decapping
required

All attestation chains assume TPM integrity; a
compromised or counterfeit TPM invalidates the entire
measured boot chain

Binary analysis may miss statically-linked or obfuscated
dependencies; accuracy degrades for stripped binaries

Supply chain visibility typically ends at Tier-1; Tier-2 and
Tier-3 component provenance remains opaque in most
commercial relationships

Physical EM fingerprinting and MTA require specialized
equipment not available in standard IT operations

Attestation confirms measured components match a
known baseline — it does not validate the baseline itself is
free of vulnerabilities

Recommendations

Priority

P1-
Immediate

P1-
Immediate

P1-
Immediate

Action

Enable TPM 2.0 + Measured Boot + Secure Boot on
all enterprise hardware

Implement firmware version baseline and drift
monitoring fleet-wide

Require SBOM (SPDX 3.0) from all firmware
vendors as procurement condition

Rationale

Compensating Control

Trusted sourcing; physical inspection for
critical-assurance deployments

Hardware TPM sourcing verification; TPM
certificate chain validation

Require source-based SBOM from vendors;
binary SBOM as supplemental layer only

Contractual flow-down requirements;
ERAI/GIDEP monitoring

Reserve for critical-assurance and
defense/aerospace components; use risk
scoring to prioritize

Combine attestation with binary analysis
and behavioral monitoring

Foundational hardware root of trust; enables all
subsequent attestation capabilities

Enables detection of unauthorized firmware changes
post-deployment

Enables vulnerability correlation, license compliance,
and incident response acceleration



Priority Action Rationale

P2 - Short- Deploy DNS monitoring and update channel Closes PlushDaemon-style update hijacking vector
term segmentation
P2 - Short- Implement vendor risk scoring matrix (Section 14) Prioritizes enhanced inspection toward highest-risk
term for all active suppliers supply chain relationships
P2 - Short- Run binary integrity analysis on all externally- Detects backdoors, hardcoded credentials, unsigned
term sourced firmware before deployment update mechanisms pre-installation
P3 - Medium- Integrate firmware supply chain risk into IR Ensures incident response addresses firmware-level
term playbooks and threat modeling compromise scenarios
P3 - Medium- Implement Uptane or TUF for automotive and Provides signing, rollback prevention, and
term embedded update infrastructure transparency logging
P3 - Medium- Establish continuous ERAI and GIDEP monitoring Early warning of counterfeit component incidents
term for active supplier portfolio affecting your supply chain
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